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Abstract

“There is an increasing recognition of the value of personal data, and the
extent of damage that can be caused if personal information is interfered with,
released or stolen. [...] The General Data Protection Regulation (GDPR)
applies to anyone, or any organisation that handles personal data relating
to a European citizen, irrespective of where in the world the data is held or
used.” [Hei+20]
While most approaches, such as e.g. Amazon Web Services (AWS) rely on

a strong security to ensure privacy, this thesis goes one step further. Not all
scenarios require data to be available to the data processor in clear text. Apart
from legal obligations, there is no means to protect the data any further from
being misused or sold. The GDPR helps in setting the legal boundaries on
data processing and redistribution. Yet, malicious intent may not be hindered
by law at all and one might have to rely on other means to protect it.
Furthermore, the Internet of Things (IoT) is dealing with a wide variety of

application domains at the same time. Interoperability between these different
domains with their isolated ecosystems is the second obstacle. The framework
proposed in this thesis offers full control over IoT data generated, even after it
has been transmitted to a third-party. Yet, the conceptual idea is applicable
even as a standalone application.
This framework utilizes Homomorphic Encryption (HE) to encrypt and se-

cure sensitive data. The special attributes of HE schemes enable data pro-
cessors to work with sensitive data without decrypting it. The HE scheme is
based on the Ring Learning with Error (RLWE) Problem, which is considered
quantum safe and can therefore be considered future-proof. With this scheme,
only the data owner holds the secret key for decryption. This can be used by a
single-party, to outsource complex but confidential computations to the cloud.
In the case where multiple parties need to collaborate, an additional secure

Multi-party computation (MPC) Protocol is implemented. For example al-
lowing to calculate e.g. the sum or average value over all inputs provided by
multiple parties. With basic single- and multi party scenarios enabled, this
framework already covers a majority of typical IoT use-cases.
In this Thesis, the framework is implemented and evaluated in different use-

cases, covering both single-party and multi-party scenarios. It will be shown
to be functional and applicable in IoT applications.
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Für die Zweitbegutachtung möchte ich mich bei Prof. Dr.-Ing. Jens Schmitt
bedanken. Für die Leitung der Promotionskommission bedanke ich mich bei
Prof. Dr. Paul Lukowicz.

Weiter gilt mein Dank meinen Kollegen für das angenehme Umfeld, die in-
teressanten Diskussionen, denen so manche Idee entsprang und durch die die
Ergebnisse meiner Forschung auch bereits Anwendung fanden. Besonders her-
vorheben möchte ich dabei Herrn M.Sc. Hagen Heermann, der während seiner
Masterarbeit, die sich ebenfalls mit dem Thema Internet der Dinge und homo-
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Chapter 1
Introduction

“There is an increasing recognition of the value of personal data, and the ex-
tent of damage that can be caused if personal information is interfered with,
released or stolen. Protection of personal data from unauthorised access or
modification has been recognised in privacy regulations around the world. The
General Data Protection Regulation (GDPR) applies to anyone, or any orga-
nization that handles personal data relating to a European citizen, irrespective
of where in the world the data is held or used. Personal data includes infor-
mation about an individual, their movements or assets that can be associated
with them directly, or by reference to other data files. Basic protection of pri-
vacy is achieved by using strong encryption to provide security of information,
that is not sufficient. Personal data may be passed securely to a database, but
who can access that database and what limits can be placed on their usage of
those data?” [Hei+20]

While compliance to GDPR is mandatory, there are some limitations and
pitfalls, which will be further elaborated: For example, most frameworks and
platforms nowadays, such as e.g. Amazon Web Services (AWS) [Ama] or
Microsoft Azure [Mic] rely on a strong security to comply to the GDPR. Yet,
once data is given to any one of these third-party platforms, these platforms
need to be fully trusted as there is no control over what the private data is
being used for or whether it is misused or even sold illegally without consent.
While this is in clear violation to the GDPR and the victims can take legal
measures afterwards, in the best case they will be compensated. Yet, damage
is done already. The approach of this thesis goes one step further, giving the
user control over his personal data even after it is handed over to a potentially
untrusted third party. Similar approaches like [Sha+17] or even [Gen09] show
the potential of (fully) Homomorphic Encryption (HE) schemes to achieve
that goal.

Privacy and protection of personal data is an issue not only in traditional in-
formation systems or social media platforms. Even more so, with the emerging
technology of smart home and the Internet of Things (IoT), as IoT devices of-
ten operate in a personal, private environment. Devices such as Smartwatches,
Fitness trackers and medical devices being some obvious ones. Smart home
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Chapter 1: Introduction

devices such as motion and temperature sensors or even Smart Speakers such
as Amazon Alexa extend the range of smart objects. There are many more
connected devices the users may be less aware of, all of which are generat-
ing, processing and transmitting personal data to potentially untrusted or
malicious cloud services. User privacy remains an important issue and one of
the key acceptance criteria when developing and deploying IoT Systems. (see
[LK16; Hei+20])

Figure 1.1.: Wide range of applications in the Internet of Things including e.g.
mobility, health care or energy management.

Applications for the IoT are however not limited to the domain of smart
home. Figure 1.1 tries to show how manifold the field of potential applications
is. Apart from smart home, some other examples include e.g. mobility, health
care, energy management or industry 4.0.

For each application, there exist numerous solutions, each one offering newer,
faster or more secure encryption schemes and approaches to privacy. Ulti-
mately, as achieving privacy is desired by most users, at least one approach
should be applied and implemented. However, end-users are mostly not able
to or do not like to bother with encryption schemes and algorithms. They
do not want to follow lengthy setup processes either. Most prefer a “plug
and play” solution. Otherwise, security and also privacy are most of the time
simply skipped and considered “not worth the trouble”.

The framework developed in this thesis does integrate into the larger IoT
platform ”VICINITY”, allowing the utilization in a wide variety of use-cases

2
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and thus grants more privacy-awareness or even enables completely new busi-
ness models. Heart of the solutions presented in this thesis is the privacy
microservice, in the following only referred to as privacy service. This service
allows developers to take full advantage of the HE without the need of be-
coming a cryptography expert. This is similar to people being able to drive
cars without detailed knowledge over the internal combustion engine. While
most software developers are familiar with principles and technologies well-
known in traditional software systems and web-based development, the IoT is
still new to a majority of them. Additionally, the IoT is not yet standardized
in any way. There rather exists a wide variety of standards, protocols and
technologies, each suitable for a particular purpose, forming its own, isolated
ecosystem. It is unfeasible to understand and know each single one. A layer
of abstraction is required, enabling developers to handle this large landscape
of ecosystems. This abstraction layer can also be seen as a perfect place to
implement privacy, making it build in “by design”.

This thesis proposes a solution on how to realize such an abstraction layer
and how to enable privacy “by design” in a seamless, straightforward manner.

1.1. Use-Cases

Roughly speaking, potential use-cases in the IoT can be split into two cat-
egories: single- and multi-party computation. As the names suggest, single-
party computation means use-cases or scenarios where data is generated only
by a single party and is sent to or processed by a Value Added Service (VAS).
This is particularly useful, if computations can and should be outsourced to a
more powerful node. Multi-party computation on the other hand means, that
multiple parties generate data and intend to cooperate in order to produce a
higher value. Both categories come with their own challenges.

1.1.1. Use-Case: Health Data Monitoring

Typical single-party computation scenarios involve data collection at a con-
straint node, transmitting this data to a more powerful sink, where it is stored
or can be further processed. In the context of IoT, this sink node could typ-
ically be offered as a VAS, where the VAS provider would charge a fee for
data storage and processing in the cloud. In return, the data owner/User
benefits from the cloud storage potential where his data is kept safe and can
be accessed by him at any time and any place. The first use-case, which this
thesis tackles is the domain of eHealth. In this scenario, the user trusts the
VAS with very private, medical data. Think of a fitness tracker/Smartwatch,
which continuously measures the users heart rate during a fitness training ses-
sion. In order to conveniently access this information afterwards e.g. from a
laptop or a mobile device, this data is transmitted to and stored by a cloud
VAS. Furthermore, in order to analyse the user’s training progress, the user’s
average heart rate is calculated and evaluated over multiple training sessions.

The dataflow of this use-case is shown in figure 1.2.

3



Chapter 1: Introduction

Figure 1.2.: User generates heart rate data, which is stored on the VAS. Aggregated
results can be retrieved afterwards.

1.1.2. Use-case: Smart meter aggregation

“The smart electricity grid introduces new opportunities for fine-grained con-
sumption monitoring. By integrating devices that provide electricity consump-
tion data, utility providers can benefit from a balanced utilization of energy
in an attempt to achieve a higher level of efficiency in provision for electricity.
At the same time, consumers can benefit directly from the use of smart grid
technologies by having access to cheaper sources of electricity with increased
reliability and security. However, consumers worry that such intelligent moni-
toring devices, which can transmit power-usage information every few minutes,
can make them vulnerable to privacy attacks.” [DA16] Under these circum-
stances, a typical multi-party computation use-case is the collection of power
usage information collected from so called “smart meters”. These metering
devices provide detailed information about a households electric energy con-
sumption. Collecting this information of a whole district or even an entire city
allows for an educated forecast of power consumption and profiling. This can
help to provide to a more stable grid and hence prevent power shortages. Yet,
this information can also cause serious risks to the user’s privacy. Frequent
collection of this information may reveal information about the consumer’s
daily activities and must hence be classified as private data.

Figure 1.3 shows, how energy consumption data of such smart metering
devices is gathered and transmitted to the grid operator’s value-added service.
As the operator is only interested in the overall energy consumption and not so
much in die individual consumers, it calculates the sum over all measurements
first.

For this use-case, multiple distributed and independent parties need to coop-
erate. In order to keep all user’s private data safe, a measure needs to be found
to protect against semi-honest, also called honest-but-curious adversaries, who
follow the execution protocol, but try to find out as much information about
the other users as possible. Even worse, there could also be adversaries, that
do not even follow the execution protocol at all but instead try to e.g. eaves-
drop upon the communication of others or even modify protocol messages to
try and abort or sabotage the protocol execution. This risk is multiplied with
each unknown and untrusted party involved. While the energy consumption
use-case outlined above is one example, the underlying problem of sharing

4



1.2. Contributions

Figure 1.3.: Multiple households need to cooperate with each other and the Grid
operator’s Value-Added Service

and working together with multiple untrusted parties is manifold. Hence, a
solution to the above use-case can be used in many other applications as well.

1.2. Contributions

In this thesis, a framework for privacy in the IoT is developed and its feasibility
for different applications and use-cases explored and evaluated.

The underlying architecture for this framework was developed in the course
of the Horizon 2020 project VICINITY, funded by the EU1. The VICINITY
project will be explained in more details in 2.2. The results of this thesis can
be used as an extension for the VICINITY infrastructure, beyond its original
scope. However, this framework is not limited to just that.

Nonetheless, VICINITY plays a major role for this thesis. In [HG16], the
first concepts and ideas of the project were outlined. VICINITY aims to
offer “Interoperability as a service”. One key problem in the IoT, apart from
already outlined privacy concerns, it the lack of interoperability. Meaning
numerous solutions emerge from different vendors, each providing isolated
“islands” or “silos” without any means to interact with external systems. This
drastically limits the potential, that IoT can offer. Hence, VICINITY aims
to offer a platform to integrate arbitrary systems, creating a much larger,
vendor-agnostic and cross-domain ecosystem.

1The VICINITY Project: https://vicinity2020.eu/
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Chapter 1: Introduction

Naturally, to develop a platform integrating various different solutions by
different vendors, research on currently available platforms and standards
needs to be conducted first. In [Myn+17], dominant and important stan-
dards and standardization bodies were identified and explored. VICINITY
integrates with any arbitrary platform and standard with the use of Adapters
(see 2.2.3). Some of the most widely used open source platforms are analysed
and evaluated as well. For most of them, a matching adapter was implemented
in the later stages of the project.

In [Gua+17] VICINITYs concept of “Interoperability as a Service” is ex-
plained in more detail. In order to adapt to the existing standardization land-
scape, VICINITY provides an ontology, which is used to unify communication
between different proprietary solutions. Instead of changing existing solutions,
all that is necessary to connect to the VICINITY peer-to-peer network is to
provide an adapter, which basically translates proprietary communication pro-
tocols to the VICINITY ontology and vice-versa.

During the development and lab-testing phases of VICINITY, major bugs
and pitfalls were already identified in small lab setups. However, the VICIN-
ITY solution is also demonstrated in four large-scale deployment installations
across Europe (see 2.2.6). In order to evaluate potential shortcomings in the
VICINITY architecture on larger deployments, yet before deploying them in
the field, a simulation of use-cases using network simulator Omnet++ is pre-
sented in [Kol+18].

In [Kol+19], the aforementioned network simulator approach was further
developed and utilized to evaluate the feasibility of HE in the context of a
use-case similar to what has been proposed in 1.1.2. On this simulated use-
case, partially homomorphic encryption (Pallier encryption, see 3.2.2) and
fully homomorphic encryption (Brakerski-Gentry-Vaikuntanathan (BGV) en-
cryption, see 3.4.4) were evaluated in terms of their runtime behaviour and
compared to a pure plain text approach.

While in [Kol+19] the use of HE in general was evaluated, [Köl+19] was also
integrating into the VICINITY peer-to-peer network. The same network sim-
ulation tool was used to analyse runtime behaviour of the use-case described
in 1.1.2. Yet, the test setup also included the VICINITY peer-to-peer network
as well as a first version of the Privacy Service component as will be further
discussed in this thesis.

To this point, security and hence privacy was only considered on the IP-
layer. In [Lip+20] also a look into wireless network security on a physical layer
was taken. Yet, this is out of scope of this thesis.

To summarize all experience and knowledge earned during the development
of the VICINITY project, [Uwi+20] and [Hei+20] were published. [Uwi+20]
was focusing on the standardization bodies and IoT platforms available, as
introduced in [Myn+17].

The results of the research done towards integrating HE into an IoT platform
such as VICINITY are evaluated in [Hei+20]. Also, the legal framework on
privacy, the GDPR is described. The results of [Hei+20] are now further
examined and described in this thesis.
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1.3. Related Work

1.3. Related Work

Secure Sharing of Partially Homomorphic Encrypted IoT Data

In the work of [Sha+17], the Framework of pilatus is described, which can
be used to share private data with and via a cloud service. One key aspect
of pilatus is, that data is only shared in encrypted form. More precisely, it
is encrypted using Elliptic Curve ElGamal encryption, a Partially Homomor-
phic Encryption (PHE) scheme. Homomorphic encryption will be discussed
in further details later in this thesis in Chapter 3. Shortly, partially homo-
morphic encryption allows some arithmetic operations to be carried out on
ciphertexts, without disclosing any information on the original plaintext data.
E.g. using Elliptic Curve ElGamal encryption, addition can be done on two
ciphertexts with the result being equal to the two plaintexts being added first
and encrypted afterwards. In Pilatus, this is used so Alice can store encrypted
data at a cloud service. Later, Alice requests the cloud service to process
(e.g. aggregate) some of her stored data, with the result still encrypted, being
returned to Alice for decryption. Another feature of Pilatus is the mechanism
of re-encryption and re-keying. Data, which Alice stored at the cloud service
can be re-encrypted with Bob’s public key, such that Bob can then decrypt
this data with his own private key. This makes it, such that a particular set
of Alice’s data is shared with Bob and Bob alone. The general idea is shown
in figure 1.4

Figure 1.4.: General dataflow in single-party computation. Alice sends private
information to Bob. As Alice does not fully trust Bob, encrypted
data is exchanged. [Sha+17]

Using a cloud service just for storage und retrieving processed data back is
one potential use-case as also described in 1.1.1. Also the ability to share ones
data with another user like e.g. a doctor still falls into the category of single-
party computation, as only one party acts as a data provider, while there can
be more than one data consumer.
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Secure and Scalable Aggregation in the Smart Grid Resilient against
Malicious Entities

On top of that, there are also scenarios, where there is more than one data
provider and all data providers will need to cooperate in order to reach a higher
goal. [DA16] addresses one typical example for such a multi-party computation
scenario, as also described in 1.1.2. The authors of [DA16] address the issue
of collection and aggregation of smart metering device data. Given a set of
smart metering devices S = {S1, S2, ..., Sn}, an aggregator A, e.g. the energy
provider is interested in the aggregation of all measurements mi provided by
the smart metering devices Si. In order for any multi-party computation
protocol to protect the given inputs, at least 2 participants need to be honest.
If all n − 1 participants were to misbehave, they could potentially exchange
all their given inputs and thus subtract their known inputs from the results,
revealing the last, honest participants private input. Hence [DA16] introduces
a set of trustworthy neighbors, who also participate in the protocol. This is
a key aspect of the two protocols presented by the authors. Figure 1.5 shows
the basic idea.

Figure 1.5.: Among all participating smart metering devices, Si only trusts a sub-
set of T = Si1, Si2, Si3, Si4, Si5. Any Si has its own trusted set Ti.
[DA16]

In [DA16], two protocols are presented, addressing two different adversary
models: A semi-honest adversary, also referred to as honest-but-curious ad-
versary, who follow the execution of the protocol, but at the same time try to
learn as much as possible about the smart meters’ private data. Against such
honest-but-curious (HC) adversaries, the HC Protocol is described. In prac-
tical applications one cannot assume just HC adversaries. Instead, the used
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protocol needs to be extended in order to be resistant to adversaries, that also
deviate from the protocols specifications. In [DA16], this extended protocol
is called the BHC Protocol, as it also addresses beyond honest-but-curious
(BHC) adversary behaviour. For the BHC Protocol, the authors also again
rely on properties offered by using a homomorphic encryption scheme.

1.4. Outline

In Chapter 2 the fundamentals for this thesis are presented. As the kickoff
for this thesis was the VICINITY IoT platform, first an overview on the ideas
and challenges behind the IoT is given. Followed by an introduction to the
VICINITY project and platform itself. As this thesis gives a framework for
privacy in the IoT, the legal boundaries for privacy, more precisely the GDPR
is reviewed.
Chapter 3 then gives a more in-depth dive into the topic of homomorphic

encryption and secure Multi-party computation (MPC), two techniques used
in order to build the framework of this thesis.
In Chapter 4, the conceptual idea behind this thesis is described. Each step

towards the framework presented in this thesis is explained and evaluated.
Chapter 5 shows some analysis and runtime evaluations of the framework.

Also possibilities to extend the framework as a developer are shown and ex-
plained.
Finally, in chapter 6 the thesis is summarized and ideas for future work are

sketched and discussed.
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In 1948 at the UN General Assembly in Paris, the United Nations pro-
claimed the Universal Declaration of Human Rights (UDHR) [Uni48]. It was
a milestone document in the history of human rights. Drafted by represen-
tatives with different legal and cultural backgrounds from all over the world
it continues to be seen as the standard to be achieved for all peoples and all
nations. It set out fundamental human rights to be universally protected.
However at that time, they would not predict how computers would become
ubiquitous, with massive deployment of sensors and the creation of big data
resources.[Hei+20]
Article 12 of the UDHR states: “No one shall be subjected to arbitrary

interference with his privacy, family, home or correspondence, nor to attacks
upon his honour and reputation. Everyone has the right to the protection of
the law against such interference or attacks.” [Uni48] This objective still holds
true today. The UDHR was further developed in Europe as the Charter of
fundamental rights of the European Union (2012/C 326/02) [Eur12], which
includes Article 7: Respect for private and family life: “Everyone has the
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right to respect for his or her private and family life, home and communica-
tions”. [Eur12]

Internet of Things (IoT) objects often operate in a personal, private envi-
ronment. Devices such as Smartwatches, Fitness trackers and medical devices
being some obvious ones. Smart home devices such as motion and tempera-
ture sensors or even Smart Speakers such as Amazon Alexa extend the range
of smart objects. There are many more connected devices the users may be
less aware of, all of which are generating, processing and transmitting personal
data to potentially untrusted or malicious cloud services. User privacy remains
an important issue and one of the key acceptance criteria when developing and
deploying IoT Systems. (see [LK16; Hei+20]).

It is essential to adopt the principle of privacy by design and privacy by
default. Privacy by design as a concept was introduced in 1995 and led to
the identification of seven fundamental principles [Cav+09], which have been
developed into evolving legislation, with the latest and most comprehensive
legislation being the General Data Protection Regulation (GDPR) [Eur16;
Hei+20].

Regulation requires privacy to be protected by restricting the usage of per-
sonal data. So first of, it needs to be defined what data sets will be considered
to be personal data. Clarification over specific questions relating to privacy
were considered by the Article 29 Data Privacy Working Party which was re-
placed by the European Data Protection Board (EDPB) [Eurb] on the day
that the GDPR became law. However, the Article 29 WP archives [Eura]
make interesting reading. [Hei+20]

Essentially, if there is a data set that contains personal information about
an individual which does not in any way identify the individual that it relates
to, then it ceases to be personal data. However, if it is possible to link this
data set to the individual by applying another source of knowledge, then the
data set must be considered to be personal data. For example, information
about a car making a journey from a private residence to an office building at a
certain time every morning. This information alone does not contain personal
information. However, combining this with other information sources like for
example knowing who lives at this residence and works at said building, then
this daily journey would also be personal data. [Hei+20]

The easiest way to fully protect personal information is to not handle per-
sonal information at all. If personal information has to be processed, then the
risk of unauthorized access to the personal data can be minimized by deleting
it as soon as it is no longer needed.

It is important to understand the difference between privacy and security.
The legal requirement is to protect privacy. One of the threats to privacy are
cyber-attacks. While security is a critical requirement to protect privacy, it
is not sufficient on its own. Privacy could be breached after encrypted data
is passed securely to a database, but then the authenticated data processor
proceeds to process data in ways that have not been agreed with the user.
Privacy by design includes the need to protect the personal data from attack,
even when the security systems have been breached. [Hei+20]
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Some practical steps to protect personal data and satisfy the needs of GDPR
rules when developing a new system or service are explained in Section 2.3.3.

2.1. Internet of Things (IoT)

The IoT is often seen as an evolution of the traditional Internet. This is true in
many regards, as it utilizes existing IT infrastructure and is often build on top
of or as an extension to existing IT systems. While these traditional systems
connect networks of servers and offer their services to clients such as desktop
PCs or Smartphones, IoT devices are much smaller. A single sensor node or
even a connected light bulb can be seen as an IoT device. These small devices
- mostly drastically limited in their computational power - are connected to
one another, to new servers or existing IT infrastructure. Additionally, while
in traditional IT systems, the clients can and often are operated by a human
being (e.g. a person browsing the web on their PC or Smartphone), in the IoT,
devices interact with one another. This direct communication between devices
is oftentimes referred to as Machine-to-Machine (M2M) communication.

One final distinction between IoT and traditional IT systems is, that IoT
devices interact with the real, physical world, either by measuring their sur-
roundings e.g. temperature or light levels, or by actively altering their phys-
ical environment e.g. by raising the setpoint temperature of a thermostat or
switching a light. With these devices and systems acting as a bridge or gate-
way between the IT-, also known as cyber-world on one hand and the real,
physical world on the other, they are also referred to as Cyber-Physical Sys-
tems (CPS). Both terms IoT and CPS are used synonymously and depending
on the application domain or geographical region, one is preferred over the
other. In the remainder of this thesis, these systems will be referred to as IoT
systems.

The IoT is used to describe the networking of smart objects via the inter-
net to allow them to communicate with each other (M2M). This new type of
communication enables new services, oftentimes without the need of human
interaction. The term “Internet of Things” has been coined by Kevin Ashton
[Ash09] in 1999, originally in the context of Radio-Frequency Identification
(RFID) tags. Yet nowadays, it is defined by the International Telecommuni-
cation Union (ITU) [Uni12] as: “A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual)
things based on existing and evolving inter-operable information and commu-
nication technologies.”.

The IoT grew rapidly over the past decade and has not reached its peak
yet. With a wide variety of applications, the number of connected devices is
growing rapidly. It is predicted, that by 2025 roughly 75.4 billion devices will
be interconnected [For16].

Compared to the Open Systems Interconnection (OSI) model, we add one
layer below the physical layer, which represents the interaction with the phys-
ical environment of the devices themselves. In addition to the OSI layered
model of the Internet, another reference architecture is dominant when talk-
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Figure 2.1.: IoT Reference Architecture [Myn+17; CJL12; Zhu+10]

ing about IoT Systems and devices. Figure 2.1 depicts this architecture. As
pointed out above, this interaction could either be passive (sensors) or active
(actuators). In Figure 2.1, this is all represented by the Objects Layer. Most
of the time, the IoT devices at this layer are low-powered devices. Imple-
menting the full TCP/IP communication stack is simply not feasible. Instead,
this task it outsourced to so called Gateway Devices. These Gateways im-
plement the full stack to connect to the Internet on one hand and commu-
nicate with the low-powered IoT devices via special, sometimes proprietary,
low-energy communication channels such as ZigBee, Bluetooth Low-Energy
(BLE) or RFID-based technology. At this stage, the IoT devices are to the
outside world represented by their respective gateway. Their functionality is
abstracted from their actual implementation or means to communicate with
them. An outside object would simply interact with the gateway. In return
this will relay the communication to the IoT object. This level of abstraction
is referred to as Object abstraction layer in Figure 2.1. As we will see later,
this layer will be the one primarily used to implement measures for adapta-
tion to other, foreign systems and infrastructures, which in return will make
it necessary to take precautions in terms of privacy and security. All will be
implemented mainly on this layer of abstraction. The three layers of the Ap-
plication domain above, namely Service management layer, Application layer
and Business layer will need to adapt to the changes we introduce to the
Object abstraction layer in a way, that they enable full control of the data
owner, e.g. the owner of the IoT objects, over who is accessing his data and
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for what purpose. Yet, with the base infrastructure selected for this purpose,
only minor adaptations are necessary.

2.2. The VICINITY project

Many factors come into play, when designing an IoT platform. Aiming for a
wide spread use of it, interoperability with other systems, isolated island solu-
tions or silos as they are often called, is key. One potential solution could be
to design a meta-standard, which aims to combine all or most of the common
other standards or proprietary solutions currently out on the market. How-
ever, this endeavour is most certainly going to fail as humorously depicted in
figure 2.2.

Figure 2.2.: How Standards proliferate[XKC16]

As part of the Horizon 2020 program, funded by the EU, the VICINITY IoT
platform was implemented to tackle the problem of semantic interoperability.
The VICINTIY platform aims to connect isolated IoT infrastructures into one
global ecosystem called virtual neighborhood. Users can select other systems
to which their smart objects should be connected. The platform automatically
supports interoperability from technical up to semantic level. The technical
interoperability is mainly delivered by the vendor specific and often proprietary
gateways and adapters used to connect the smart objects to the network.
Semantic interoperability of smart objects coming from different operators
and using different standards however, is enabled with the semantic model,
which is the core aspect of the VICINITY platform [Cas17].
A higher level overview of the VICINITY architecture is shown in figure

2.3. It is based on a decentralized, bottom-up and cross-domain approach
that resembles a social network. Users can share their smart objects similiar
to sharing pictures on social media. However, with VICINITY, users can
configure their setups, integrate standards according to the services they want
to use and fully control their desired level of privacy in a P2P (peer-to-peer)
network. Furthermore, by combining services from different domains together
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This	 document,	 referred	 as	 “D1.6	 VICINITY	 Architectural	 design”,	 is	 a	 deliverable	 of	 the	 VICINITY	
project,	 funded	by	the	European	Commission	(EC)	Directorate-General	 for	Research	and	Innovation	
(DG	RTD),	under	its	Horizon	2020	Research	and	Innovation	Programme	(H2020).	VICINITY	is	building	
a	device	and	standard	independent	platform	for	IoT	infrastructures	that	offers	„Interoperability	as	a	
Service“.	 They	 aim	 of	 the	 VICINITY	 is	 to	 solve	 the	 interoperability	 problem	 with	 a	 virtual	
neighbourhood	concept	which	is	a	decentralized,	user-centric	approach	that	allows transparency	and	
full	control	over	exchanged	data. 
This	deliverable	directly	addresses	the	Objective	2.4	“VICINITY	Technical	 requirements	and	solution	
architecture	 specified“,	 in	 terms	 of	 describing	 architectural	 decisions	 which	 shape	 the	 VICINITY	
interoperability	 platform.	 The	 selected	 architectural	 options	 and	decisions	 are	based	on	 functional	
and	 quality	 requirements	 extracted	 from	 D1.5	 VICINITY	 Technical	 requirement	 specification	
document	and	can	be	summarized	in	the	following	Figure	1.	

	

Figure 1 High-level logical VICINITY architecture 
The	VICINITY	architecture	is	divided	into	the	following	principal	components:	

• VICINITY	Cloud	providing	set	of	services	to	setup	peer-to-peer	 interoperability	between	 IoT	
environments	(further	referred	as	virtual	neighbourhoods),	that	are	including:	

o access	control	to	the	VICINITY-connected	IoT	objects,		
o services	for	device	discovery	and	registration,		
o deployment	 of	 value	 added	 services	 over	 VICINITY-connected	 IoT	 objects	 and	

environments,	
o and	setting	up	connection	to	VICINITY	(e.g.	getting	integrated	to	VICINITY);	

• VICINITY	 Node,	 integrating	 IoT	 infrastructures	 and	 value-added	 services	 to	 the	 VICINITY	
interoperability	network.	The	VICINITY	Node	includes:	

Figure 2.3.: High-level VICINITY architecture [Ora17]

with a privacy-respectful user-defined share of information, the VICINITY
platform enables synergies among services from those domains and enables a
new market of domain-crossing services.

The VICINITY platform consist of multiple individual, interconnected com-
ponents, which is shown in Figure 2.4.

2.2.1. Open Gateway API (OGWAPI)

In order to connect to VICINITYs peer-to-peer network, the Open Gate-
way API (OGWAPI) [VIC20b] is used. Communication between connected
VICINTIY nodes is done using the Extensible Messaging and Presence Proto-
col (XMPP). However, as this is not as wide spread and hence developers are
not very customed to it, the OGWAPI abstracts from the XMPP protocol and
instead offers a Representational State Transfer (REST) API for developers
and other VICINITY components to interact with. Firstly, the OGWAPI is
responsible for authenticating and authorizing communication partners and
granting access into the peer-to-peer network itself. Once authorized, the
OGWAPI component at a sending VICINITY node takes care of wrapping
incoming REST requests into XMPP messages and transmitting them to the
respective, receiving VICINITY node. On the receiving end, the OGWAPI
unwraps these messages and delivers them via REST request forward into the
attached IoT infrastructure. Next in line is another VICINITY component:
The VICINITY Agent.
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Figure 2.4.: VICINITY architecture [VIC20b]

2.2.2. VICINITY Agent

The VICINITY Agent is yet another component mostly there for convenience.
While infrastructure operators could in theory use the OGWAPI directly in
order to connect to and communicate via the VICINITY peer-to-peer network,
they are more likely to utilize the VICINITY agent more conveniently. The
Agent needs to be configured and given valid access credentials, as it takes
care of the login process first and foremost. Furthermore, the Agent gathers
information on the enabled smart objects from any of the attached Adapters
(see 2.2.3). This information, called the Thing Description (see 2.2.4) is fur-
thermore sent to the VICINITY Neighbourhood Manager (see 2.2.5), where
these smart objects are registered and listed. Incoming messages, coming
in via the peer-to-peer network and through the OGWAPI are distributed by
the VICINITY Agent and forwarded to the destination object or Value Added
Service (VAS).

2.2.3. VICINITY Adapter

The VICINITY Adapters are the translation units. They adapt the (pro-
prietary) communication standards and protocols of the smart objects and
map them onto the VICINITY ontology, constructing a Thing Description
(see 2.2.4), which is used and understood by the Neighbourhood Manager and
also other smart objects or VAS. That is any smart object has its proper-
ties, actions and events listed in its Thing Description. This Description can
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be consumed by other VAS in order to understand how to interact with said
object. For example, if a VAS is supposed to signal some external events
by changing the light in a room, it would look for objects of the VICINITY
ontology type Lightbulb and change its attached property affecting the ontol-
ogy type LightColor. Further details about the VICINITY ontology can be
found at [VIC20a]. Adapters abstract the higher level behaviour, described
by the VICINITY ontology, from the lower level hardware details of the un-
derlying IoT object. This means something like “make this lightbulb red” will
be translated into whatever the IoT object representing the requested light-
bulb understands. This could be sending IP packets of a particular format or
sending out messages over wireless technologies like Bluetooth or Zigbee. As
a user or VAS provider, there is no need to worry or even care about these
details. All that is necessary is formulating the semantic meaning of what
action should be performed e.g. “make this lightbulb red”.

2.2.4. Thing Description

The Thing Description is a set of attributes describing an IoT object as a
JavaScript Object Notation (JSON) document. Attributes include meta in-
formation such as a unique identification, a human readable name, a type,
location information, properties, events and actions that this object can per-
form. The objects type and its object id are mandatory. Its properties, events
and actions are all optional. An objects information in a thing description is
based on the VICINITY ontology (see [VIC20a]) and hence enables semantic
interoperability between different IoT objects and VAS. Properties can either
allow read-only or read and write access. Typical examples for properties are
e.g. the current brightness level of a lightbulb or heart rate readings of a sensor
device. How this information can be accessed is described in the Thing De-
scription as a set of REST API endpoints. Actions are longer lasting processes,
which can be executed by an IoT object, similar to an asynchronous function
call. A typical example would be an Electric Vehicle (EV) charger, which can
be called to start or stop the charging process on the connected Vehicle. The
current process of a running action can also be monitored. Once, e.g. the
charging process is finished, an event triggers. VAS can subscribe to events
in order to trigger some processing or action on their own. Once an event is
triggered, all subscribers are notified via the VICINITY neighbourhood. A
typical example of a Thing Description is shown in appendix A.1.

2.2.5. VICINITY Neighbourhood Manager

Finally, the VICINITY Neighbourhood Manager1 is where all the above pieces
come together. First off, The Neighbourhood Manager lets users control access
of their own VICINITY nodes to the peer-to-peer network. Once a node con-
nects to the network (via the VICINITY OGWAPI, see 2.2.1), the VICINITY
Agent (see 2.2.2) will upload its known Thing Description to the Neighbour-
hood Manager. Devices described in this Thing Description are afterwards

1The Neighbourhood Manager is publicly available at https://vicinity.bavenir.eu/
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Figure 2.5.: VICINITY Neighbourhood Manager is used to manage and control
access to shared IoT Devices

listed in the Neighbourhood Manager as shown in Figure 2.5. VICINITY of-
fers the structure of organizations, which could either be a company offering
access to their devices, value-added services or even a single household re-
questing and using one of these services. By default, access to a users own
IoT devices is private, meaning only the user himself is allowed to access and
see these devices. Further access levels can be configured per device and allow
full public access to a device. That could for example be of interest for an
outdoor temperature sensor. It could also be public visibility, yet still requires
an explicit request and confirmation before read access is granted. The latter
is the most common setting for devices, which should be part of a bigger IoT
ecosystem. This setting allows the user to have full control over who can ac-
cess which of his IoT devices. Access to these devices is then finally granted
in the form of contracts. Such a contract needs to be agreed upon by both
sides, that is by the device owner on one hand and the VAS operator on the
other hand. The device owner can further control, which of his devices are
part of said contract and whether the VAS is granted read-only or read and
write access. Any contract can be revoked by either side at any point in time,
leaving the shared devices private and inaccessible by third parties once again.

2.2.6. VICINITY pilot demonstrators

VICINITY’s approach was demonstrated on different real-world scenarios and
addressing cross-domain applications including Building Automation, Ambi-
ent Assisted Living, Smart Energy, Smart Parking and eHealth. In addition,
VICINITY was tested in Lab installations before being deployed in the field.
An overview on VICINITYs pilot locations is shown in Figure 2.6. VICIN-
ITY’s potential to create new, cross-domain services is demonstrated by value
added services, such as micro-trading of demand-side management capabili-
ties, AI-driven optimization of smart urban districts and business intelligence
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Figure 2.6.: VICINITY pilot and lab installations

over IoT. [Köl+19]

During the projects lifetime, some shortcomings of the initial architecture
were identified. For example, the user is able to select and choose who is
granted access to his IoT objects by the help of a virtual contract established
on the VICINITY platform (see 2.2.5) Yet, there is only a read-only or full
write access option available for each contract, drastically limiting choices on
what can be done with this data. In the worst case, once a malicious party
is given access to an object, all data can be stolen and even be distributed
to unauthorized third-parties without the users consent. This problem gave
rise to the research concluded in this thesis. The framework presented is
intended to fully integrate into the VICINITY architecture and to enhance
its functionality and overcome the above mentioned shortcomings but is not
limited to this platform.

2.3. General Data Protection Regulation (GDPR)

The following section is adapted from my own publication in [Hei+20]. In this
section, we step back from the technical view and review laws and regulations.
There is a discrepancy between what is technically possible and what is legally
allowed. As already mentioned, the current legal framework provided by the
EU is The General Data Protection Regulation (GDPR). The following text
focuses on the changes in data protection law compared to former laws and
also gives some insight into what should be taken into account when creating
a new service that uses personal data.
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2.3.1. Introduction

Regulations concerning data protection in the European Union have evolved
slowly. The member states tended to have national laws and even different laws
in their local regions. The regulations immediately prior to GDPR were the
European Commission’s directive DIR95 from 1995, which was complemented
by the Directive on Privacy and Electronic Communications (EC Directive
2002/58/EC) [TT17]. Since this directive was made the ability and extent of
automated data processing far exceeded what was intended to be regulated.
Therefore, in 2012, the European Union decided on the development of the
new General Data Protection Regulation in order to deal with the problems
that have evolved due to too weak and varying regulations.

The very same regulation has to be applied in different scales: for a single
individual using a personal computer at home, as well as for a global and multi-
billion company like Facebook. Consequently, it is a very comprehensive legal
document with a huge impact on EU-citizens and companies. It also applies
to everybody outside of the EU, who handles personal data of citizens of the
European Union. Furthermore, the fines for data breaches have increased
significantly. This has motivated awareness and the attention of many people
and legal entities have taken steps to be compliant to the GDPR.

2.3.2. Evolution of privacy laws to GDPR

General provisions, principles and definitions

The GDPR introduces world-wide obligations: the law applies wherever per-
sonal data relating to an EU citizen is processed. To help understand the legal
requirements new definitions were introduced.

One of them is pseudonymization, which means that processed data is han-
dled (processed and physically stored) in a way, that it cannot be related to
the person it belongs to, without additional information. This is different from
anonymization where the identity of the person that this relates to is removed
in such a way that the link cannot be reinstated.

While pseudonymization reduces the ease with which personal data can
be accessed, it does not prevent the decoding of the data. A single breach
of security would be unlikely to result in any loss of personal data, without
access to the pseudonymization tables. Pseudonymized data has still to be
considered to be personal data, so it should be carefully protected.

New definitions regarding the type of data have also been introduced.

• Personal Data is any information that can be associated with and iden-
tify an individual. This clearly includes any data where the individual is
named explicitly, but it also includes any data which can be associated
with an individual by correlation with another database. For example:
information about a privately-owned car is deemed to be Personal Data.
Similarly, information from sensors installed in a private home would be
deemed to relate to the home-owner.
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• Sensitive personal data: Much of the data associated with an individ-
ual would not be considered to be sensitive personal data. However,
information about health, membership of organizations, personal rela-
tionships, sexual orientation, religion, criminal activity and convictions
etc. would be considered to be sensitive because much more damage
would result from a data breach. For the purpose of normal operation
they are treated as personal data.

The main practical differences are the need for greater limitation of pro-
cessing sensitive personal data and the way a data breach has to be handled
and reported. Sensitive personal data also includes: “Genetic data is defined
as any data relating to an individual’s characteristics that are inherited or
acquired during early prenatal development. Biometric data denotes any data
relating to an individuals’ physical, physiological or behavioural characteristics
and allowing a unique identification. Data concerning health means any infor-
mation related to an individuals’ physical or mental health or the provision of
health services to the individual.” [Bri17]
Medical data is already strictly confidential and must be kept secured. How-

ever, data like an individual’s Body Mass Index (BMI) together with their
name or date of birth becomes classified data. Even if the individual’s height
and weight are written on a piece of paper, one could calculate the BMI and
thus this would be a data breach. Thinking of fitness clubs that provide plans
for their members training, this implies a significant challenge that will in-
evitably result in changes of practice. New principles that can be found in the
regulation are for example the transparency of data processing which grants
the user access to information on how their data is processed. In practice this
means that any process involving their personal data needs to be explained to
a customer in the case of any concerns about the process.
Additionally, the new GDPR clarifies several points that can also be found

in the Directive 95. These are in particular:

• Data minimization principle stating that the amount of data kept must
be limited to the amount necessary to fulfil the task for which one has
given the consent.

• Processing of children’s data. If children are under 16 years of age,
processing of data requires the consent and authorization of a parent
or custodian. This implicitly limits any use of online content which is
intended to be for minors, especially under the age of 16. So far it
appears that providers of such content may need to put much effort on
implementing this restriction.

Transparency and modalities

This category is closely related to the principle of transparency of data pro-
cessing described above. It forces a data controller to determine the purposes
of the processing of data. There must be an explanation of conditions for the
consent. The consent must be given freely and explicitly, can be withdrawn
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at any time and must not be expanded to any corresponding process without
prior permission.

Information and access to personal data

This category expands the user’s rights to get information from the data con-
troller about transfers of data to other countries. It also requires a mechanism
for the user to access his data and ask for corrections to be made. Further-
more, information on the processing and purpose of processing must also be
provided on request. Information about the user’s rights must be provided.
This point, as well as the previous one, forces data processing entities to be
aware of their own processes and to check their lawfulness since they may be
required to explain what they are doing.

Rectification and erasure

There are two very important rules in the GDPR that need to be considered:
right to rectification and right to erasure. The right to rectification obliges any
data processing or storing entity to correct any data if requested by the user,
as well as restricting the processing of the data to the amount authorized by
the user. Additionally, the right to erasure, which is also known as the right
to be forgotten, grants the user the right to instruct the deletion of their data.
This erase has to happen in a cascading manner, particularly if the processor
or the controller has handed over any data to a third party. These two rights
oblige data processing or storing entities to be aware of any relation to any
user and storage location(s) of all data in their possession.

Right to object and automated individual decision making

These two points refer back two corresponding articles in the DIR95. First,
the right to object forces the processor of personal data to provide legitimate
reasons for his work and the processing of the data. This must be stated ex-
plicitly. The second point protects the user from being evaluated and maybe
even categorized automatically without human interaction. If consent to au-
tomated processing is not given explicitly, then the user should be provided
with the opportunity to conclude their business through an interaction with
a natural person. However, there is a real threat that service providers will
simply decline to provide the required service if the user is unwilling to allow
the use of their personal data.

General obligations

This category contains at first the principles of data protection by design and
by default. Data protection by design implies that, for every new process im-
plemented, data protection must be a major design criterion. This forces com-
panies to be aware of data protection even at an early point and maybe avoid
setting up processes due to their non-compliance. Data protection by default
implies the highest standard of data protection settings must always be the
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default. In practice, for example if one applies for a social network, the privacy
settings must be the highest possible and any broadcast of personal data must
be prevented by default. Further points of this category clarify responsibilities
for the processing of personal data. Also an obligation to “maintain record
activities [...] and co-operate with the supervisory authority” [Dix+13]. This
clearly puts processors into responsibility and forces them to support super-
vision authorities, which might improve an open and more aware culture of
data processing.

Security of personal data

The main point of this category is the obligation to report personal data
breaches to a supervisor, respectively a supervisory authority and to the user.
So, from now on, one must be informed if any information is leaked or anything
contrary to the GDPR happens.

Data protection impact assessment and prior consultation

Mainly, this is highly related to the principles of data protection by design and
by default. Controllers are obliged to evaluate the data protection impact prior
to a process and only execute it, if there is a low or no risk as a result. If a high
risk is detected, the supervisory authority must be taken into consideration and
contacted in order to evaluate the process together and share the responsibility
or even cancel the process.

Data protection officer (DPO)

A major new concept of the GDPR is the designation of a data protection offi-
cer (DPO). There are several preconditions that obligate an entity to designate
someone as the DPO. Mainly, they are as follows: If an entity’s core business
or major activity is the processing of personal data or monitoring users, if
special (in particular sensitive) data is processed or if the entity is a public au-
thority. Any designation beyond these conditions is voluntary. The DPO has
several tasks like monitoring the processes, supporting the implementation of
new processes, analysing existing processes, informing and training the staff,
checking on the general compliance and providing advice. Moreover he/she
has to perform risk impact analyses, report to the management board, and
also to report breaches to the supervisory authority. The DPO does not have
to be a full time role, but the DPO must be selected carefully as someone
who can fulfil his or her duty independently without the risk of any negative
consequence regarding his or her other responsibilities.

Code of conduct and certification

The new regulation offers ways to approve the compliance to codes of conduct
by supervisory authorities and general “certification, mechanisms, seals and
marks” [TT17] to show that an organization complies with the regulation.

24



2.3. General Data Protection Regulation (GDPR)

This is to simplify such processes without running the risks associated with
self-certification, which limit the accountability of programs.

Transfer of personal data to Non-EU countries or international
organizations

The articles related to this category aim to strictly limit the uncontrolled
distribution of personal data, especially to other countries according to their
level of data protection compliance.

Remedies, liability and penalties

The last category is divided into three parts.

• First, it is now clearly specified how a user can take action against an
entity believed to be infringing the GDPR. Furthermore, it is clarified
which entities are allowed to take action in addition to the user taking
action. This point is a huge progress in the field of customer rights
because it is now much easier to demand one’s rights.

• Second, from now on, everybody involved in the processing of data is
responsible and can be called to account if a data breach occurs. This
makes it harder or even impossible for entities to pass on their liability
by processing data through a network of processors.

• Last and most important, the fines that can be imposed, have risen
significantly and are now at a maximum of 20 million euros or 4% of the
total annual global turnover. Therefore, it has become more important
for companies to comply to the GDPR in order to avoid massive, if
significant breaches occur.

2.3.3. Practical steps to protect Personal Data

There are many consultancies who can advise organizations and projects on
how to comply with GDPR. Alternatively, if a company takes care of it by
itself, there are very useful resources available, such as the British Standards
Institution (BSI) guide on 20 steps to GDPR compliance (see [Bri17]). A
check list was used in the VICINITY project, that was adapted from the BSI
guidelines. The steps developed for VICINITY are presented below in chrono-
logical order, with later activities needed as the design and implementation
moves ahead:

1. There should be a project Ethics Board that will appoint a project DPO
(to work with DPOs in each company involved in the collaboration).
Appointing a DPO is a legal requirement if it is considered that a breach
of personal data privacy could have a major impact. In any case, it is
still worth having a DPO.

2. Identify and assign responsibilities to Data Controllers (DC) and Data
Processors (DP) for the new value-added services.

25



Chapter 2: Background

3. DPO should create and maintain a register to record the achievement of
all the actions identified below, as an aid to manage the process and ev-
idence that good processes were followed - which could be vital evidence
of mitigation measures taken, if there is ever a data breach that leads to
legal action being taken against the organization.

4. Training should be provided to people with new responsibilities for pro-
tecting personal data. (Company top-team, DPO, DCs, DPs and Ethics
Board as a minimum). Also, raising awareness among everybody being
involved, leads to an increased acceptance and cooperation.

5. Data controllers create data registers to identify all the types of personal
data and sensitive personal data that will be collected. Headings for
information to be included in the register include:

a) For each system that handles personal data, create a file that iden-
tifies the nature of personal data held.

b) Record why it is held and how it will be processed.

c) Explain how legal consent for this purpose will be obtained.

d) Define the required data retention period & data removal date.

e) Identify the set of people that will be granted access to this personal
data, keeping this to the minimum number possible.

6. Data controller works with the system architect to create a data flow
diagram - showing all the subsystems that the data passes to or through.

7. Ensure adequacy and non-excessiveness: review the data flow diagram
and identify any steps that can be taken to reduce the number of subsys-
tems that have sight of the personal data and also to reduce the overall
collection of data.

a) Remove personal identification as soon as possible leading to anonymiza-
tion.

b) If anonymization is not possible, use pseudonymization as soon as
possible, keeping the pseudonymization table in a core database.
This will mean that if (when!) a data breach does occur, it will only
release pseudonymized data which the unauthorized third party
cannot understand unless they can also hack the pseudonymization
table.

8. Try to minimize the risk of wider distribution of personal data by avoid-
ing use of third party services, using in-house systems by preference.
Where third party suppliers must be used, choose these carefully based
on an assessment of the risks of leakages occurring. Also, try to establish
a contractual framework w.r.t. compliance.

9. DPOs should oversee the creation of briefing packs including a Privacy
Notice and consent forms to confirm permission for current and intended
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uses of the personal data. Both, for internal and external stakeholders’
information.

a) Fully explain what data will be collected, why the data is needed,
all the uses that will be made of the personal data, who will have
access to personal data, where data will be stored, how long it will
be held, who to contact if the user has worries or wishes to change
the permission that they have granted.

b) Explain the rights that the user has: inspect data held; right to rec-
tify; withdraw permission to use; decline profiling; instruct transfer
of data to another service provider or to have all records deleted.

10. Data Retention: the data controller should check that personal data has
been destroyed by the agreed destruction date.

11. DPO monitors that user rights are being observed.

12. Data breach response: Develop and install a plan for what to do when
a data breach does occur: who plays which role in the company, who to
inform, handling press enquiries, etc. The legal framework provides du-
ties such as reporting within 72 hours to the supervising data protection
authority and the user.

13. Review what has been implemented. Are there any locations where
personal data is held that could be at risk of a physical attack, hack or
leak.

14. Produce a baseline Data Protection Impact Assessment (DPIA). What
would be the result of a failure? This needs to be fed into project and
company risk registers.

a) Note that the production of a DPIA is a legal requirement if the
activity is deemed to be “Likely to produce a high risk”, in other
case it is just good practice.

15. Update the DPIA considering operational aspects.

16. Ensure that the project senior management continue to be committed
to the actions needed, to ensure personal data are properly protected.

a) Management Board should be made aware of and discuss: inci-
dents, near misses, user requests, DPIA reviews, performance of
third parties trusted with personal data

17. Review and revise (if necessary) the company Data Privacy Policy.

18. Communicate to, and continue to train system architects, designers, de-
velopers, integrators and operators on the approach that is to be taken,
regarding handling of personal data, and the need to mitigate risks at
all stages.

27





Chapter 3
Single- and Multiparty Computation

Contents

3.1. Homomorphic Encryption: An Analogy . . . . . . 30

3.2. Partially Homomorphic Encryption . . . . . . . . 31

3.2.1. Rivest, Shamir and Adleman (RSA) . . . . . . . . 31

3.2.2. Paillier Encryption . . . . . . . . . . . . . . . . . 34

3.2.3. ElGamal Encryption . . . . . . . . . . . . . . . . 35

3.3. Fully Homomorphic Encryption . . . . . . . . . . . 36

3.4. Somewhat/Leveled Homomorphic Encryption . . 36

3.4.1. Lattice based Encryption Schemes . . . . . . . . . 38

3.4.2. Learning With Errors . . . . . . . . . . . . . . . 39

3.4.3. Ring Learning With Errors . . . . . . . . . . . . 39

3.4.4. BGV Encryption Scheme . . . . . . . . . . . . . 40

3.4.5. CKKS Encryption Scheme . . . . . . . . . . . . . 42

3.4.6. How is data protected with Homomorphic Encryption? 44

3.4.7. Homomorphic Encryption and GDPR . . . . . . . 45

3.5. Secure Multiparty Computation . . . . . . . . . . 46

“Homomorphic Encryption (HE) is a breakthrough new technology which
can enable private cloud storage and computation solutions.”[Alb+19]

HE uses a public-key encryption scheme with homomorphic properties. This
process relies on the concept of homomorphism, i.e. the ability to carry out
the required operations on encrypted data with the result being equivalent to
performing the same operation on the unencrypted data and then encrypting
it afterwards. This is depicted in figure 3.1.

However, this representation of homomorphic encryption is quite simplified.
It is based upon comprehensive number-theoretical considerations about ide-
als, lattices and ideal lattices. Figure 3.1 shows the basic functionality of ho-
momorphic encryption. This thesis will tackle some of the most widespread en-
cryption schemes only on the surface, where appropriate. For further reading
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Figure 3.1.: Evaluating x+ y on plaintext or ciphertext yields the same result

on the theory below, please refer to the mathematical works of Paillier [Pai99]
and Gentry [Gen09]. Further information on serveral improvements and new
generations of HE schemes are introduced by Vaikuntanathan, Brakerski, van
Dijk and Halevi [Dij+10; GH11; BV11; BGV11].
Formally, a HE scheme ϵ can be seen as ϵ = (KeyGen,Enc,Dec,Eval)

with:

1. KeyGen, key generation

2. Enc, encryption

3. Dec, decryption

4. Eval, evaluation/computation

While the homomorphism of the encryption scheme is only relevant for
evaluations and computations on ciphertext, it makes the scheme way more
powerful:

Dec(Eval(Enc(x), Enc(y))) = Dec(Enc(x+ y)) (3.1)

This approach means that neither the input data nor the output data can
be understood or decoded by the system that is carrying out the operation. As
described in the jewelry store analogy (see section 3.1), this directly translates
to a glove box, where operations could only be carried out inside the box, or
in the context of HE, on encrypted data.

3.1. Homomorphic Encryption: An Analogy

An analogy is commonly used to illustrate the idea of homomorphic encryp-
tion: Alice’s jewelry store (see [Gen09]):
Here, Alice owns a jewelry store and produces and crafts the finest jewelry

out of valuable, raw materials. The demand for her art has grown high, Alice
cannot produce every piece herself. Instead, she hires workers to help her. As
she does not know the newly hired assistants, Alice does not fully trust them
and is afraid one of them might try to steal some of the precious raw materials.
Alice is in a dilemma, that she needs help in crafting her jewelry and her

workers will require access to the raw materials in order to do so. Yet, she
still is afraid of theft by her workers.
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Alice comes up with the idea to put all of the raw materials inside a locked
glove box, for which only she keeps the key. Her workers can assemble the
jewelry inside the box, but are unable to get any of the materials or the final
jewelry out. Only once they are finished, Alice can use her key to unlock the
box and retrieve the final jewelry.

While this story may sound quite far fetched, this very well translates to
homomorphic encryption. First off, the underlying problem is quite similar.
While Alice in the analogy is not able to produce all the jewelry herself, we
can think of e.g. constrained low-energy devices, which do have quite limited
computational power. So computations could be out-sourced to e.g. a value-
added service in the cloud. In this case, Alice’s raw materials would be the
(private) data generated by the low-energy device and the finished jewelry
would correspond to a refined, evaluated result by a Value Added Service
(VAS). To give a concrete example, one could think of a wearable device
tracking health related data of a user during a series of workouts. The VAS
would be analyzing this data for e.g. performance improvements like the user
becoming fitter with every new training session.

Naturally, this data is highly sensitive and simply sharing this data in plain
text is not desirable. Instead, placing this data in something like Alice’s glove
box would be ideal. HE allows that by transmitting sensitive data encrypted
and save, while still allowing the worker or the VAS to operate on this data.
The VAS only get access to the encrypted data, which makes it essentially
useless for it to “steal”. Only the final “jewelry”, that is the processed data
is send back for decryption by the user.

In the following, this analogy is used to further explain certain concepts.

3.2. Partially Homomorphic Encryption

The basic concept that we want to exploit is to use a binary operation on
plaintext while only manipulating the ciphertext without the knowledge of the
encryption key. Schemes supporting homomorphic evaluation of a computable
function define homomorphic encryption. A scheme like RSA (see 3.2.1) is ho-
momorphic for multiplications only and is hence called a partially homomor-
phic encryption scheme as opposed to fully homomorphic encryption schemes
(see 3.3), that to a given extend allow arbitrary operations. Generally speak-
ing, HE can be split into three categories, as shown in figure 3.2: Partially
homomorphic encryption allows only one operation on ciphertexts, e.g. just
multiplication or just addition. Fully homomorphic encryption allows an ar-
bitrary number of multiplications and additions. Leveled fully homomorphic
encryption allows additions and multiplications, but only a predefined amount
before decryption becomes impossible.

3.2.1. Rivest, Shamir and Adleman (RSA)

“The idea of homomorphic encryption is as old as public-key encryption. Ho-
momorphic properties are given in the Rivest, Shamir and Adleman (RSA) en-
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Figure 3.2.: HE can be classified into three categories: Partially homomorphic en-
cryption, fully homomorphic encryption and leveled fully homomor-
phic encryption.

cryption, which was introduced in 1978 by Rivest, Shamir and Adleman [RSA78].”[Hei+20]
The RSA encryption scheme is homomorphic with respect to multiplication,
as given in algorithm 1.
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Algorithm 1: RSA algorithm that supports multiplicative homo-
morphic encryption.

1 KeyGen:
2 Select two prime numbers p and q with p ̸= q
3 n = pq
4 ϕ(n) = (p - 1)(q - 1)
5 Select e with 1 < e < ϕ(n) and gcd(e, ϕ(n)) = 1
6 d = e−1 mod ϕ(n)
7 Public key: (e, n)
8 Private key: d

9 Enc:
10 c = me mod n
11 Dec:
12 c = md mod n
13 EvalMult:
14 given two ciphertexts c1 and c2, with encryption key (e, n):
15 c1 = me

1 mod n, c2 = me
2 mod n

16 then c1 · c2 yields:
17 c1c2 = Enc(m1)Enc(m2) = me

1m
e
2 mod n

18 = (m1m2)
e mod n = Enc(m1m2)

“As the plain RSA or “Textbook-RSA”, which was outlined above, is not
considered secure anymore, a padding mechanism was introduced to avoid
possible attack patterns. However, these padding functions break the homo-
morphic properties of RSA. Additionally, one might require not multiplication,
but rather the addition of c1 and c2.”[Hei+20]
RSA is an example of a partially homomorphic cryptosystem. Indeed, there

are different types of homomorphic encryption schemes (see Figure 3.2. In
general, they can be split into Fully Homomorphic Encryption (FHE), Leveled
Fully Homomorphic Encryption (LHE) and Partially Homomorphic Encryp-
tion (PHE). PHE only allows the use of one operation (either addition or mul-
tiplication), for example the addition of ciphertexts. In contrast, FHE allows
the calculation of all general polynomials in any arbitrary number. Finally,
LHE or somewhat homomorphic encryption as it is also sometimes called,
allows additions and multiplications, but only a predefined amount before de-
cryption becomes impossible. This will be further explained in section 3.4.
Some of the most frequently used encryption schemes (like RSA) are partially
homomorphic with respect to multiplication but not additive homomorphic.

33



Chapter 3: Single- and Multiparty Computation

3.2.2. Paillier Encryption

“In 1999, Pascal Paillier published his work on a new “Public-Key Cryp-
tosystems Based on Composite Degree Residuosity Classes” [Pai99]. Paillier’s
encryption scheme allows for the two ciphers c1 and c2 to be added up rather
than multiplied. This operation is much more common and will be required
for the data protection approach, which is further described in Section 3.4.6.
Paillier first introduced Composite Residuosity and classes of numbers that
fulfil this property.”[Hei+20] “As a link to RSA (see 3.2.1), Paillier elaborates
the hardness of finding the n-th modulo n2 residue and therefore states the
intractability of Composite Residuosity.”[Hei+20]

Algorithm 2: Paillier Encryption Scheme [Pai99]

1 KeyGen:
2 With n = pq, ϕ(n) = (p− 1)(q − 1) and p and q are random

primes of length k.
3 Public Key: n
4 Private Key: (n, ϕ(n))

5 Enc:
6 Given message m to be encrypted with 0 ≤ m < n
7 Select random r with 0 < r < n
8 Compute ciphertext c as:
9 c = (n+ 1)mrn mod n2

10 Dec:
11 Given ciphertext c
12 Compute message m as:

13 m = (cϕ(n) mod n2)−1
n ϕ(n)−1 mod n

14 EvalAdd:
15 The product of two ciphertexts corresponds to the encrypted sum

of the plaintexts:
16 c1 · c2 = gm1 · rn · gm2 · rn mod n2

17 = gm1+m2 · r2n mod n2 = Enc(m1 +m2) mod n

It hence follows, that the property of homomorphic additivity holds for
the encryption function and thus, the given encryption scheme is additive
homomorphic.
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3.2.3. ElGamal Encryption

In 1985, Taher Elgamal described an encryption scheme based on the Diffie-
Hellman key exchange [Elg85]. The encryption scheme is defined over a cyclic
groupG. Its security is based on the difficulty of computing discrete logarithms
in G. The encryption scheme is given as in algorithm 3.

Algorithm 3: ElGamal Encryption Scheme [Elg85]

1 KeyGen:
2 Generate (G, p, g), where G is a cyclic group of order p and

generator g.
3 Choose x randomly with 1 ≤ x ≤ p− 1
4 Compute h = gx

5 Public Key: (G; p; g; h)
6 Secret Key: x

7 Enc:
8 Given message m ∈ G
9 Select random r with 0 < r < p− 1

10 Compute s = hr

11 Compute c1 = gr

12 Compute c2 = m · s
13 Ciphertext is given as:
14 c = (c1; c2)

15 Dec:
16 Given ciphertext c = (c1; c2) and secret key x
17 Compute message m as:
18 m = c−1 x · c2
19 EvalMult:
20 Compute c · c′ as (c1, c2) · (c′1, c′2)
21 = (c1 · c′1, c2 · c′2) = (gr · g′r, hr ·m · h′r ·m′) = (gr+r′ , hr+r′ ·m ·m′)

Hence, it follows that ElGamal encryption is homomorphic with respect to
multiplication.
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3.3. Fully Homomorphic Encryption

The encryption schemes above all belong to the category of PHE. That is,
they allow either multiplication of two ciphertexts or addition of them, but
never both. Encryption schemes offering both operations at the same time
make up another category of schemes, namely FHE schemes.

In his PhD thesis [Gen09], published 2009, Craig Gentry introduced “A fully
homomorphic encryption scheme” by applying bootstrapping on ideal lattice
based, somewhat homomorphic encryption schemes (see 3.4).

For somewhat homomorphic encryption schemes, both addition and mul-
tiplication are possible on ciphertexts. However, only up to a certain point,
after which the noise introduced into the ciphertext grows too large and de-
cryption becomes impossible. More on that will be discussed in 3.4. Addi-
tionally, some somewhat homomorphic encryption schemes allowed arbitrary
circuits or functions being computed on homomorphically encrypted cipher-
texts [SYY99]. However, these ciphertexts increase in size exponentially to the
depth of the circuit evaluated, making it unfeasible for repetitive evaluations
of ciphertexts.

In his thesis however, Gentry intended to develop an encryption scheme,
which would allow an unlimited number of additions and multiplications. So
the general idea of Gentry was:

• starting point is the somewhat homomorphic encryption scheme using
ideal lattices

• then squash the decryption procedure so that it can be expressed as a
low-degree polynomial

• and finally apply a bootstrapping transformation, through a recursive
self-embedding, to obtain a fully homomorphic scheme.

With the results of Gentry’s PhD thesis, it is possible to evaluate arbitrary
functions on ciphertexts, however at the cost of computational demand and
key size.

Going back to the analogy of Alice’s jewelry store (see 3.1), think of lots of
clutter stockpiling up inside the glove box, making it more and more difficult
to continue working. Gentrys bootstrapping idea could mean, that first Alice’s
workers will need to place all the valuable materials into another box, inside
of the glove box, and only then they themselves can unlock the surrounding
box to retrieve the inner box. This will in return remove all clutter, which
was laying around in the original box, so they could continue working inside
this new, fresh box.

3.4. Somewhat/Leveled Homomorphic Encryption

The first fully homomorphic encryption scheme was developed by Boneh et.
al. [BGN05]. This scheme allowed to perform unlimited additions but only
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one multiplication of ciphertexts. Many other encryption schemes were devel-
oped since then, which also allow addition and multiplication of ciphertexts
to a certain extend. Gentry (see [Gen09]) called these schemes somewhat
homomorphic. However, as later schemes let the user control and fine-tune
at which level decryption becomes impossible, a more fitting term for these
schemes is LHE. Some of the most commonly used ones include:

• Brakerski-Gentry-Vaikuntanathan (BGV) [BGV14]

• Brakerski/Fan-Vercauteren (BFV) [Bra12; FV12]

• van Dijk, Gentry, Halevi and Vaikuntanathan (DGHV) [Dij+10]

• FHEW (Ducas and Micciancio) [DM15]

• Cheon-Kim-Kim-Song (CKKS) [Che+17] (aka HEAAN)

• TFHE (Chillotti, Gama, Georgieva and Izabachene) [Chi+20]

Most of the recent FHE or better LHE schemes are based on the (ring-
)learning with errors problem (see 3.4.3). With these schemes, it is essential
to add some error or noise e to the ciphertext, to make the underlying problem
np-hard. A simplified structure of a ciphertext based on the Ring Learning
with Error (RLWE) problem is shown in figure 3.3.

Figure 3.3.: Illustration of ciphertext structure. The noise e grows with each ho-
momorphic multiplication. If the size of e exceeds the noise budget,
decryption is impossible and it is no longer possible to obtain the
payload µ. t denotes the plaintext modulus, q denotes the ciphertext
modulus.

As can be seen, decryption is only possible as long as the error e does not
exceed the available noise budget. For most schemes, this noise budget can be
chosen by the user to match their intended application. However, choosing a
larger noise budget directly translates to larger ciphertext sizes.

To tailor the encryption to the needs of the intended application, LHE
schemes can be configured with additional, auxiliary parameters, such as:

• The security level describing the strength of the cipher.
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• One coefficient modulus for each multiplicative operation, that should
be performed

• The Polynomial Modulus Degree

• The Plaintext Modulus

3.4.1. Lattice based Encryption Schemes

As outlined above, most commonly used somewhat homomorphic encryption
schemes today are based on lattices. To further understand and argue about
these schemes, we first need to understand what a lattice is: “A lattice is a set
of points in n-dimensional space with a periodic structure” [MR09]. A simple
lattice is illustrated in Figure 3.4.

Figure 3.4.: Simple lattice in R2 with basis vectors b1 and b2

“More formally, given n-linearly independent vectors b1, ...bn ∈ Rn, the lat-
tice generated by them is the set of vectors

L(b1, ..., bn) =

{
n∑

i=1

xibi : xi ∈ Z

}
.

The vectors b1, ..., bn are known as a basis of the lattice.” [MR09]

In other words, given a set of basis vectors B = b1, ..., bn, a lattice is the set of
all integer linear combinations B. Naturally, the same lattice can be generated
by different sets of basis vectors. Several problems can be constructed based
on lattices, while finding solutions to these presumed hard problems is used to
build encryption schemes. E.g. one of the most basic lattice problems is the
Shortest Vector Problem (SVP). For the SVP, a lattice is given represented
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by an arbitrary basis and the goal is to find the shortest nonzero vector in
it. [MR09] In fact, the exactSVP has been proven to be NP-hard (see [Ajt98]).

3.4.2. Learning With Errors

The Learning with Error (LWE) problem [Reg10] is, given a lattice in Zn with
base vectors b1, ...bn and given a point sk in Zn near a particular lattice point
p, to find the exact lattice vector p. In other words, this translates to: Given
a sequence of approximate linear equations on sk, find sk.
More formally, the LWE problem is given in algorithm 4

Algorithm 4: Learning with errors algorithm [Reg10]

1 Given a size parameter n ≥ 1 and a modulus parameter q ≥ 2
2 Specify a secret key sk ∈ Zn

q

3 Choose vector a ∈ Zn
q uniformly at random

4 Choose noise e ∈ Zn
q distributed normally with standard deviation

χ ∈ Zq

5 Output ⟨a, sk⟩+ e mod q
6 Keep sk and repeat for a and e

The system of equations could be easy solved without the added error term
e. However, with the added error, this problem is proven to be NP-hard
(see [Ajt98]). In fact one of the best solution algorithms from Blum, Kalai
and Wasserman [BKW00] still in O(2n). Until today, no quantum attacks
against LWE are known [Reg10]. The LWE problem can be used to construct
a variety of cryptographic algorithms. Yet, most encryption schemes do not
use LWE itself but the derivation RLWE.

3.4.3. Ring Learning With Errors

The RLWE problem (see [LPR12]) is moving on from the LWE problem but
dealing with polynomials instead of integer values. Also n and q, the size
and modulus parameters from algorithm 4 are now subject to the following
constraints:

• n is a power of 2

• q is prime and q = 1 mod 2n

Then a ring R is defined as:

R = Z[X]/Xn + 1

Finally, the RLWE problem can be formulated as shown in algorithm 5.
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Algorithm 5: Ring learning with errors algorithm [LPR12]

1 Given a size parameter n as a power of 2 and a modulus parameter q
prime and q = 1 mod 2n

2 Specify a secret key sk ∈ Zn
q

3 Choose vector a ∈ Rq uniformly at random
4 Choose noise e from χ ∈ Rq

5 Output ⟨a, sk⟩+ emodq
6 Keep sk and repeat for a and e

3.4.4. BGV Encryption Scheme

The BGV encryption scheme [BGV14] is based on the above RLWE problem
(see 3.4.3), so consequently the security of this scheme also depends on the
hardness of the RLWE problem (see [LPR12]), which was proven to be NP-
hard (see [Ajt98]). BGV defines two polynomial rings. The plaintext and
the ciphertext ring. During encryption, an element on the plaintext ring is
mapped onto the ciphertext ring with an almost random mask. This mask is
computed from the public-key plus some error component e, as can be seen
in algorithm 6. In order to be able to later decrypt a given ciphertext again
or in other words, to remove the mask with the random error e again, the
ciphertext consists of two elements c = (c1, c2) both elements of the ciphertext
ring. The first element c1 contains the masked plaintext. The second element
c2 contains additional information, which are required in order to be able to
decrypt. This is similar to the ciphertexts of the ElGamal encryption scheme
(see 3.2.3), where ciphertexts also contain an additional element required for
decryption.
The error term e is crucial for any RLWE-based scheme such as BGV in

order to make the underlying problem hard to solve. With each homomorphic
operation (addition or multiplication) this error grows. Typically, a ciphertext
starts at level L after encryption. With each operation on the ciphertext, this
level decreases until level 1 is reached. At this point, no further operation
except for decryption is possible. Otherwise, the error e, also called noise,
exceeds the available noise budget (see Figure 3.3) and it is no longer possible
to correctly recover the plaintext for the given ciphertext. Hence, the BGV
encryption scheme falls into the category of LHE schemes. The encryption
prodedure is shown in Algorithm 6.
As it becomes obvious in algorithm 6, EvalMult, the multiplication of two

ciphertexts increases the number of ring elements to 3. This is also referred
to as ciphertext expansion. Hence, C(3) cannot be decrypted as it is. An
additional step becomes necessary first: Relinearization. [Inf22a; Inf22b]

Relinearization

After EvalMult, the resulting ciphertext C3 contains 3 ring elements C3 =

(C3
1 , C

3
2 , C

3
3 ). The goal of Relinearization is to find Ĉ(3) = (Ĉ

(3)
1 , Ĉ

(3)
2 ), such
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Algorithm 6: BGV Encryption Scheme [BGV14]

1 KeyGen:
2 Given two polynomial rings. The plaintext ring P is given as:
3 P = Rt = Zt[x]/(x

n + 1) with t being the plaintext modulus and
ring dimension n

4 The ciphertext space is defined at each level l with ≤ l ≤ L as:
5 C = Rql ×Rql with ql being the ciphertext modulus at level l
6 Secret Key (SK): Sample random, ternary polynomial in R2

7 Public Key:
8 PK = (PK1, PK2) with
9 PK1 = [−1(a · SK + t · e)] mod qL

10 PK2 = a, with a being random polynomial in Rql

11 Enc:
12 Given plaintext message m in P
13 Sample small, random polynomials u, e1 and e2 C = (C1, C2) is

given as:
14 C1 = [PK1 · u+ t · e1 +m] mod ql
15 C2 = [PK2 · u+ t · e2] mod ql
16 Dec:
17 m = [[C1 + C2 · SK] mod ql] mod t
18 EvalAdd:

19 C(1) + C(2) = ([C
(1)
1 + C

(2)
1 ] mod ql, [C

(1)
2 + C

(2)
2 ] mod ql) =

(C
(3)
1 , C

(3)
2 ) = C(3)

20 EvalMult:

21 C(1) · C(2) = ([C
(1)
1 · C(2)

1 ] mod ql, [C
(1)
1 · C(2)

2 + C
(1)
2 ·

C
(2)
1 ] mod ql, [C

(1)
2 · C(2)

2 ] mod ql)
22 = (C1, C2, C3)

41



Chapter 3: Single- and Multiparty Computation

that

C3
1 + C3

2 · SK + C3
3 · SK2 mod ql ≈ [Ĉ

(3)
1 + Ĉ

(3)
2 · SK + r] mod ql

For this, another Key apart from the already defined public key PK and
secret key SK can be computed beforehand: the evaluation key EK:

EK = (−(a · SK + e) + SK2, a)

With this, also access to SK2 is provided, since EK1 +EK2 ·SK = SK2 − e.
With EK, relinearization and hence Ĉ(3) can be computed as

Ĉ
(3)
1 = [C3

1 + EK1 · C3
3 ] mod ql

Ĉ
(3)
2 = [C3

2 + EK2 · C3
3 ] mod ql

3.4.5. CKKS Encryption Scheme

The previous encryption schemes all work on integer values and polynomials.
For some practical applications, this does not suffice. Rather working with
real numbers is required for these applications. With the CKKS encryption
scheme [Che+17], this is possible and even more. In CKKS, the plaintext

space is in the complex number space C
N
2 for a positive integer N ∈ N. As

the previous scheme BGV, CKKS is also based on the RLWE problem. With
this being said, the RLWE problem works on polynomials, not complex num-
bers. Hence, the input complex number vectors first need to be scaled to the
desired accuracy of real numbers and mapped onto single plaintext objects
(polynomials). This step in CKKS is referred to as encoding. [Inf22c]

Encoding

Encoding in CKKS means, given an n
2 -vector of complex numbers z and a

scaling factor s, return a single plaintext element a ∈ R, with R being a
polynomial ring as defined in 3.4.3. Decoding is the reverse operation, taking
a plaintext element a and the same scaling factor s that was used during
encoding and returning the mapped vector of complex numbers. Encoding
and decoding can be done as

ENCODE(z, s) = ⌊s · π−1(z)⌉

DECODE(a, s) = π(
1

s
· a)

The mapping function π in both ENCODE and DECODE functions is
the complex canonical embedding, a variant of the Fourier Transform [Inf22c].

With the input vector encoded, the plaintext object can be encrypted. The
CKKS encryption scheme works then similar to the BGV encryption scheme
as described above. The CKKS encryption scheme is given in algorithm 7
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Algorithm 7: CKKS Encryption Scheme [Che+17]

1 KeyGen:
2 Key Generation in CKKS is done similar to the BGV encryption

scheme as described in algorithm 6 Secret Key (SK): Sample
random polynomial of degree n in R2

3 Public Key:
4 PK = (PK1, PK2) with
5 PK1 = [−a · SK + e)] mod qL
6 PK2 = a, with a being random polynomial in Rql

7 Enc:
8 Given plaintext message m in R
9 Sample small, random polynomials u, e1 and e2 C = (C1, C2) is

given as:
10 C1 = [PK1 · u+ e1 +m] mod ql
11 C2 = [PK2 · u+ e2] mod ql
12 Dec:
13 m = [C1 + C2 · SK] mod ql
14 EvalAdd:

15 C(1) + C(2) = ([C
(1)
1 + C

(2)
1 ] mod ql, [C

(1)
2 + C

(2)
2 ] mod ql) =

(C
(3)
1 , C

(3)
2 ) = C(3)

16 EvalMult:

17 C(1) · C(2) = ([C
(1)
1 · C(2)

1 ] mod ql, [C
(1)
1 · C(2)

2 + C
(1)
2 ·

C
(2)
1 ] mod ql, [C

(1)
2 · C(2)

2 ] mod ql)
18 = (C1, C2, C3)
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As BGV and CKKS work similar except for the additional encoding and
decoding steps necessary in CKKS, it can also be seen in algorithm 7 again:
EvalMult, the multiplication of two ciphertexts increases the number of ring
elements to 3. This also requires the Relinearization step [Inf22a; Inf22b] for
CKKS, as previously described in section 22.

3.4.6. How is data protected with Homomorphic Encryption?

This section is adapted from my own publication in [Hei+20]. We can utilise
the homomorphic property of certain encryption schemes to allow for secure
sharing of private data with potentially malicious or untrusted third parties.
One example could be a VAS offered by someone else. If a user is expecting
some particular benefits of the VAS or is even forced into using it, keeping his
sensitive data private is a major concern. Missing trust can potentially even
be a showstopper for the whole Internet of Things (IoT).

The following approach for secure data sharing is proposed: First and fore-
most, only encrypted data should be shared. Encrypted user data could be
collected and stored in the cloud, so that storage and requests are performed
in the cloud on a more powerful device.

This is an important mechanism against eavesdropping. Yet, it does not
solve any privacy concerns in a scenario, where the receiving party is mali-
cious, compromised or for other reasons simply cannot be trusted. Security
and privacy always come down to a matter of trust. Who can be trusted?
Do I really need to give out my sensitive data to this service? Do I need to
give out any sensitive data at all? In many cases, the latter is not necessarily
required.

An example utilising homomorphic encryption in combination with a fitness-
tracking app is described in section 1.1.1: A fitness-tracker uploads encrypted
fitness data onto the cloud and later asking for “average heart rate over the
last 24 hours”: in this case, decryption is done at the user’s site, with no clear
text visible to third party at all. This enables moving data storage and parts of
the data processing onto a more powerful cloud server without disclosing any
cleartext information to said server, as decryption is done at the user’s site.
If the user keeps his decryption key on e.g. his laptop and his smartphone, he
is able to decrypt the data on both devices and can hence still take advantage
of the benefits a cloud offers without trusting it.

In a multi-party or data sharing case, encrypted data is again uploaded to
a VAS. Only this time the data is aggregated using the inputs of multiple
parties. Once enough inputs have been collected, the encrypted data is imme-
diately aggregated and then all the personal data deleted. With a sufficient
number of sources the aggregated data can be considered to be anonymized.
Anonymized data can be decrypted and made available to the VAS for fur-
ther processing outside the constraints of General Data Protection Regulation
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(GDPR).

A typical example for such a scenario would be an energy demand manage-
ment as described in section 1.1.2. Participating households are required to
send their current or planned energy consumption to a common grid operator.
The operator is in general only interested in the overall consumption of a whole
district or city, not the individual households. Yet, as energy consumption can
lead to conclusions about personal behaviour or even simpler tell whether a
user is at home or not, this as well has to be seen as private data, which
should not be revealed. Using homomorphic encryption, encrypted data can
be upload and aggregate (e.g. sum up) all reported energy consumption in
encrypted form. The aggregated result can finally be decrypted with the con-
sent of all participating parties. A more in depth protocol on how this kind
of secure multi-party computation can be achieved utilizing homomorphic en-
cryption is given in [Dam+11; DA16].

The use of FHE will not be required in all cases. In some cases PHE will
be sufficient, if for example a service only requires an aggregation (e.g. the
sum) to operate and will only collect the provided inputs just to calculate the
aggregated value.[Hei+20]

3.4.7. Homomorphic Encryption and GDPR

This section is adapted from my own publication in [Hei+20]. GDPR places a
number of requirements on the Data Controllers (DC) and the Data Proces-
sors (DP). The main requirements are that personal data must be kept secure,
accurate and private, that it must only be used for the stated and agreed pur-
poses and that the user can examine data records and insist on errors being
corrected. If the user wishes all his personal data records must be transferable
from one organization to another, and ultimately the user can insist that all
his records are deleted.

It must be recognized that shared encrypted data remain personal data, so
there are constraints on where the data may be stored. Specific permission
would be required to allow the personal data to be aggregated for an agreed
purpose. If the encrypted personal data could ever be stolen and decrypted,
then there would be a major breach of the regulations, with consequential
fines. Once the data elements have been aggregated with a large number of
other data elements, then the resultant aggregated dataset would not be con-
sidered to be personal data and would be outside GDPR. It would be wise
to ensure that as soon as the required aggregation had been completed, all
the encrypted personal data should be deleted. No copies of the encrypted
personal data should be kept. The danger with holding files of personal data
that are strongly encrypted by today’s standards, within a few years stronger
code cracking schemes will be introduced and these data would no longer be
secure.
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The practical implication is that a third party could operate a database with
encrypted personal data held in limited-time storage, such that “untrusted”
organizations would be allowed to perform analysis of the data to the extent
and for the purposes permitted by the user. They would be able to receive
the results of their analysis without ever seeing any source data. This still
leaves the challenge of how to ensure that the data analysis carried out falls
within the range of usage that the Data Subjects have agreed. So, in practice
all users would need to be trusted, but the process described here does reduce
the attack surface and makes the whole process more secure. [Hei+20]

3.5. Secure Multiparty Computation

[DA16] describes a protocol to aggregate data of multiple parties securely. This
is relevant for the use-case described in 1.1.2, where data of different smart
meters should be aggregated. Given a set of smart meters S = {S1, S2, ..., Sn},
[DA16] introduces a set of trusted smart meters Ti = {Si1 , Si2 , ...}. This
trusted set is different for every user and participant in the protocol. Every
user can define, which other participant can be trusted. A straight forward
way to tell whether a participant can be trusted is by adding smart meters of
friends and neighbours to the trusted set and not add any unknown devices.
The aggregator A can be the energy supplier. A wants to know the current
power drain on the grid. Only A has to know the result of the aggregation.
More so, A only has to know the result and non of the intermediate values.
A protocol assuming honest-but-curious (HC) adversaries, the HC Protocol is
described in algorithm 8. [DA16]

The protocol in algorithm 8 is safe against honest-but-curious behaviour of
the participants [DA16]. This means, the protocol is safe as long as there is at
least one more uncorrupted participant. If of n parties, n − 1 are corrupted,
they can work together to learn the secret input of the last uncorrupted party
and thus breaking the protocol. However, if at least two participants are hon-
est, the corrupted adversaries can at best learn the combined input of these two
participants. As part of the HC Protocol, secret inputs are not shared directly.
Instead, data is blinded with random values. When the parties calculate the
blinded measurement, they subtract all received random values. Addition-
ally, all initially generated and distributed random shares are added.[Nau20]
Finally, they also add their own input mi. According to the protocol, the
aggregator receives all blinded measurements, which are then added up. The
HC protocol is based on what is known as additive secret sharing1. To recon-
struct a shared value, all shares are needed for reconstruction. This is unlike
Shamir’s Secret Sharing, where also less than that can be sufficient if desired.
[DA16; Sha79].

If an adversary is no longer honest and might deviate from the protocol, the
HC protocol breaks. To overcome this issue, an extension to the HC proto-
col is described in [DA16]. This extension is safe beyond honest-but-curious

1https://mortendahl.github.io/2017/06/04/secret-sharing-part1/#additive-sharing
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Algorithm 8: HC Protocol against honest-but-curious behaviour
[DA16]

Data: S = {S1, ..., Sn} is the set of all smart meters. Ti denotes the
trusted set of meter i.

1 foreach Si ∈ S do
2 foreach Sj ∈ Ti do
3 Si generates a random share ri,j and computes ri =

∑
Sj∈Ti

ri,j

4 end
5 Si sends Sj the share ri,j
6 Si waits until it receives all shares destined to it and calculates

the blinded measurement

bi = mi + ri −

 ∑
Si∈Tj

rj,i



7 Si sends bi to aggregator A

8 end
9 Upon reception of all blinded measurements, A computes

∑n
i=1 bi,

which is equal to
∑n

i=1mi

adversaries and is hence called BHC protocol. It is shown in algorithm 9.

The BHC Protocol introduces two new concepts compared to the HC Pro-
tocol: using HE for encrypting the shares and a zero-knowledge proof to verify
that every participant follows the protocol correctly. Algorithm 9 describes,
that each random share is encrypted twice: with the sender’s key and with
the receiver’s key. Both encrypted shares are sent to the respective party
in the trusted set T . Using a zero-knowledge proof, it is verified that both
shares encrypt the same value. If this holds, this check proves that the sender
is actually in posession of the secret information and does hence follow the
protocol. The crucial thing about this proof is the fact, that no information
about the secret can be learned from it. To increase security, this check can
be repeated multiple times to minimize the risk of a false-positive result. One
way to implement such a zero-knowledge proof is to encrypt a known value
randomly selected by the verifier with the given public key. It is then asked to
decrypt this value, which is easily done if one actually has the secret key. Re-
peating this check reduces the likelihood of returning the correct result simply
by chance. For each party, if all zero-knowledge proofs succeed and all shares
are received, the combined blinded measurement is computed similar to the
HC protocol. Except this time, the measurements are encrypted using HE.
These measurements are again sent to aggregator A, who can again utilize the
zero-knowledge proof to check that all measurements received were provided
by honest participants. Finally, A can add all measurements encrypted with
his own public key and retrieve the final result [DA16].
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Algorithm 9: BHC Protocol against beyond honest-but-curious be-
haviour [DA16]

Data: S = {S1, ..., Sn} is the set of all smart meters. Ti denotes the
trusted set of meter i.

1 foreach Si ∈ S do
2 foreach Sj ∈ Ti do
3 Si generates a random share ri,j and computes ri =

∑
Sj∈Ti

ri,j

4 end
5 Si computes Ei(mi) and Ei(ri,j), Ej(ri,j) for all Sj ∈ Ti

6 Si sends Ei(ri,j) and Ej(ri,j) to each Sj

7 Si proves that Ei(ri,j), Ej(ri,j) encrypt the same share using
protocol ZKPEQ(Ei(ri,j), Ej(ri,j))

8 Si waits until it receives all encrypted shares Ei(rk,i) destined to
it and acalculates the encrypted blinded value:

Ei(bi) = Ei(mi)

∏
Sj∈Ti

Ei(ri,j)∏
Si∈Tk

Ei(rk,i)
= Ei(mi + ri −

∑
Si∈Tk

rk,i)

9 Si computes EA(bi) and sends to A the values EA(bi), Ei(bi)
along with ZKPEQ(EA(bi), Ei(bi))

10 end
11 Upon reception of all EA(bi), A verifies that all shares were

incorporated correctly
12 A decrypts EA(bi) and computes

∑n
i=1 bi =

∑n
i=1mi
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With the BHC protocol, everyone can verify the shared values and detect
misbehaviour. Additional steps can be taken to exclude a party from future
computations if they misbehave. Using HE, communication channels are se-
cure against eavesdropping and inputs cannot be modified due to verification
[DA16].

49





Chapter 4
Approach

4.1. Threat Model

This thesis focuses on Internet of Things (IoT) applications. Private data from
connected devices is processed by an unknown Value Added Service (VAS)
and hence needs to be protected. For this thesis, the following parties are
considered: the VAS, users, and an infrastructure used for communication
between them.

4.1.1. Threats

For this thesis, the VAS is considered beyond honest-but-curious (BHC), as
described in section 3.5. As the user should at any time be able to withdraw
any access granted to the VAS once misbehaviour is detected, this assumption
is valid. Once granted access, the VAS might be eager to learn more about
the user’s data without being noticed, yet still following the protocol to avoid
exclusion. Additionally, external adversaries might also gain access to data,
which was transmitted to the VAS, due to a compromised system. Potential
threats to consider hence are due to system compromise (e.g., data theft),
financial incentives (e.g., unauthorized trades with users data), or malicious
insiders (e.g., curious admins). The infrastructure being used (VICINITY)
is available open source and was developed under supervision of our chair.
Despite it can in theory be trusted, one might still consider the possibility of
the system being compromised by an attacker.

4.1.2. Motivation

This thesis aims to protect the confidentiality of user’s data while still enabling
business models and VAS as much as possible. Generally, no private data
should leave the user’s control if possible. Generally, no data is shared without
consent at all. Only in special occasions where the user can trust the VAS and
cleartext data is considered necessary. Only then, the user can consent to share
this information in clear text. In any other case, the user has the possibility
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and is strongly advised to only share this data under a strong Homomorphic
Encryption (HE) scheme.

4.2. VICINITY

As already outlined in 2.2, the VICINITY project has built its infrastructure
based upon the principle “privacy by design”. Since this thesis was inspired
by the work on this project, the infrastructure offered by VICINITY is used
as a first layer for the framework proposed in this thesis.
VICINITY’s Neighbourhood Manager (see 2.2.5) gives the user control over

his/her own and shared IoT devices. It lists the device’s properties like its
type, geographical location, via which gateway and adapter it is connected
to the VICINITY Neighbourhood, and gives an overview over the device’s
properties, actions that can be invoked on it and events that it will trigger.
Figure 4.1 gives an idea on how the Neighbourhood Manager functions.

Figure 4.1.: VICINITY Neighbourhood Manager is used to manage and control
access to shared IoT devices

To give a more concrete example, the motion sensor motion 1, as seen in
figure 4.1, will list information about its location both in a human readable
form like “Kaiserslautern”, “Germany”, “AG CPS Lab”, as well as its GPS-
coordinates. For properties, it will show whether it is currently armed and
will trigger on detected motion events or not. If there is motion detected, it
will also fire an event in VICINITY, which subscribed services will receive.
In return, such a service can again trigger an action based on this event like
“turn on some lights” or “send an alarm”.
Access to these devices is granted in two steps. First off, the device’s vis-

ibility is controlled. Meaning, the user is able to decide who can see, that
he/she has a particular device in the first place. Say you have some sensitive,
medical device attached to the VICINITY network. Then the user is able to
only make this device visible for his doctor alone. Other users will not even
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know, that this device even exists. The default visibility setting is “private”,
so no one, except the user himself will see a particular device.

Being able to see the device only grants access to its meta-information
like the aforementioned available properties, events or geographical locations.
Accessing its “live” data like sensor readings is controlled separately and is
granted in a second step. Any VAS also attached to the VICINITY network
will need to request access to any devices “live” data. The device owner can
then decide to accept or decline this request. If the device owner grants access
to any of his/her devices for a particular VAS, a VICINITY contract is formed,
granting the VAS either read-only or read/write access to this device. As long
as neither side revokes this contract, the VAS can from this time onward access
the devices live as well as - if available - historic data. As VICINITY itself
only provides an infrastructure for peer-to-peer communication, afterwards,
user data is only transmitted from the data subject directly to the consented
VAS and never stored on any cloud on its way.

Now we take homomorphic encryption and aggregation into consideration.
Once we have data that has been encrypted homomorphically, an aggregation
is performed on the resulting data. The result now is anonymized and outside
the scope of the General Data Protection Regulation (GDPR).

4.3. Homomorphic Encryption

The VICINITY mechanisms in place already leave the user in control over
who can access what data when. However, it does not give any control over
how this data is used.

To offer more control over how this data is used, a new component is intro-
duced into the VICINITY infrastructure: The privacy microservice or privacy
service for short. This component is added into the existing infrastructure,
which is already in place at any given VICINITY deployment as shown in
figure 4.2.

4.3.1. Privacy Service

This framework utilizes HE to encrypt and secure sensitive data. The spe-
cial attributes of HE schemes enable data processors to work with sensitive
data without decrypting it first. This leaves the data protected at all times.
The selected HE scheme is based on the Ring Learning with Error (RLWE)
Problem, which is considered quantum safe and is hence secure to use even
in future applications (see 3.4.3). With this scheme, only the user holds the
secret key to decrypt the data. This can be utilized in a single-party use-case,
where e.g. the complex computation is outsourced to the cloud, but the result
is only of interest to the user.

The privacy service acts as an additional VICINITY adapter (see 2.2.3),
which will duplicate all existing adapters in return offering access to each of
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Figure 4.2.: Homomorphic encryption microservice integrated into the VICINITY
infrastructure.

their attached devices. Yet, data of these duplicated or virtual devices is only
available in an encrypted form. To be precise, each data retrieved from these
virtual devices is encrypted using a homomorphic encryption scheme. These
virtual devices then are made available to the VICINITY Neighbourhood and
can be handled and dealt with as any other physical device. Its visibility
level can be set and controlled and access to these devices is granted with the
existing VICINITY contracts mechanism. Just, the data retrieved from these
devices is encrypted and on its own useless to anyone except the owner of the
privacy service. Only the owner holds the secret key needed for decryption.

The privacy service is implemented in C++ for multiple reasons. The first
and most important one being the available libraries for homomorphic en-
cryption being used. While implementing the different encryption schemes is
certainly an option, there exist quite elaborate libraries ready to use, which
are used in related research work and which already implement a number of
performance improvements. For this reason, re-implementing these schemes
was skipped in favor of more elaborate, ready-to-use implementations and
libraries. Another reason for a C++ based implementation is the runtime
performance. HE introduces an overhead to the computation, which results in
increased runtimes. To compensate this as much as possible, C++ was used to
generate native and efficient code for any platform used. The privacy service
is published and available open source1.

The chosen approach has multiple benefits. It protects the users private
data from malicious intents, as the data itself is encrypted and hence useless
to anyone except the user itself. On top of that, it leaves the user in full
control. All devices are duplicated so the user can for each device and each
VAS decide, whether this particular VAS should have access to the plaintext
data (trusted services) or only to the encrypted data (semi-trusted services).
All untrusted services will not have access to any data at all. Another added
benefit of this approach is, that the user does not need to bother with any
complex cryptographic operations. This is taken care of by the privacy service

1https://github.com/heinzc/PrivacyService
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transparently. This greatly increases the acceptance by the users. Finally,
many VAS operate by aggregating given input data first and processing the
aggregated results afterwards. Yet, aggregating data can perfectly be done
on homomorphically encryted ciphertexts. There is no need for accessing the
plaintext information at all. This also increases the acceptance by both the
users as well as the VAS providers, since their services are more likely be used
if privacy is of no concern.
A couple of different encryption schemes were taken into consideration and

further analysed.

4.3.2. Paillier encryption scheme

As a first look into the feasibility of homomorphic encryption for the given
use-cases, one of the more basic homomorphic encryption schemes was anal-
ysed: The paillier encryption scheme [Pai99]. As described in more detail in
section 3.2.2. Paillier is a Partially Homomorphic Encryption (PHE) scheme
allowing addition of ciphertexts and thus to calculate e.g. the overall sum of
provided input data by any particular device. For this purpose alone, Paillier
encryption and hence PHE is sufficient. However, after close discussion with
the VICINITY partners and large-scale demo site operators, this was quickly
considered not flexible enough. For example partners wanted to scale/weight
certain data. So multiplication of ciphertexts with constants and hence at
least somewhat homomorphic encryption was necessary.
When integrating the Paillier encryption scheme into the privacy service,

the libhcs library2 was used.

2https://github.com/Tiehuis/libhcs
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4.3.3. Brakerski-Gentry-Vaikuntanathan (BGV) scheme

In these use-cases, addition does not suffice. Hence, further investigation was
done towards the use of Brakerski-Gentry-Vaikuntanathan (BGV) scheme (see
section 3.4.4), which is a somewhat homomorphic, RLWE-based, encryption
scheme. BGV is implementing performance improvements over the original
fully homomorphic encryption by Craig Gentry (see above in section 3.4.4
[BGV11]). This approach gave the flexibility required by the VICINITY part-
ners and demo site operators. Addition and multiplication (to an extend) of
ciphertexts is possible using the BGV scheme. Yet, most partners requested
working with fixed-point arithmetic. As all encryption schemes up to this
point were purely integer based, a workaround was necessary in order to fulfill
this request: Simply multiplying any given ciphertext with a scaling factor of
e.g. 1000. While this might have worked for some of the use-cases, it was
still just a workaround. However, another encryption scheme is available, that
roughly speaking utilizes this exact trick: the Cheon-Kim-Kim-Song (CKKS)
encryption scheme.

Two different implementations were evaluated and integrated into the pri-
vacy service for testing and runtime analysis. At first the HElib library3 was
used. As HElib did not offer support for CKKS encryption (see next section)
at that time, another implementation was done. This time using the library
developed and actively maintained by the Microsoft Research Group: Seal
(see [22]).

4.3.4. CKKS Encryption scheme

Finally, the demand for an encryption scheme, which enables addition and
(to some extent) multiplication of floating point numbers, is clear. This step
was taken to make this work feasible in practice. One of the most promis-
ing encryption schemes, offering all this is the CKKS encryption scheme (see
section 3.4.5). CKKS is yet another scheme based on the hardness of solving
RLWE problems. As with BGV, CKKS ciphertexts also no longer encrypt
single datapoints. Instead, as with most RLWE schemes, ciphertexts encrypt
polynomials of data. This makes this scheme also particularly useful, when im-
plementing more complex functions such as e.g. machine learning algorithms.
This will further be explained in [Hee21]

4.4. Accessing and working with Ciphertexts

The general idea of this framework is, to encapsulate all the encryption away
from the user. Similiar to a user accessing a website via an encrypted chan-
nel without necessarily knowing anything about the encryption taking place,
this framework aims to provide similar functionality and abstraction. A user
should simply be able to choose between sharing plaintext or encrypted data.
Likewise, a VAS-Provider should not be required to know all too many details

3https://github.com/homenc/HElib
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about the underlying encryption itself. The general idea is to provide means to
do basic calculations on ciphertexts via an API of the privacy service. While
most VAS developers are very used to working with an REST-Api, not so
many of them are experts in the field of cryptography. Still, they should be
able to work with the provided API in order to implement their desired VAS.

Yet, in some cases, basic arithmetic might not suffice. For those cases, the
privacy service should provide access to the lower level instances of encrypted
data in order to perform more complex operations on them. This was e.g.
utilized to even do basic machine learning in the form of Support Vector
Machine (SVM) classification (see [Hee21]) or add the functionality for Secure
Multi-party computation (MPC) (see [Nau20]).

4.4.1. Available API Endpoints

The following is an exhaustive list of Representational State Transfer (REST)
API endpoints, which are available on two visibility levels. To the local net-
work, all private and public (/vicinity) endpoints are accessible. This is useful
for the implementation of VAS, which need to aggregate or decrypt received
data. The public (/vicinity) endpoints are available to any other VICINITY
node, which has been granted access to it via the VICINITY Neighbourhood
Manager. The private endpoints are not available via VICINITY at all.

• public

– GET /vicinity/objects:
Get the thing description of the privacy service. Used by the
VICINITY agent. This will return the list of all attached VICIN-
ITY objects, as well as an entry for the privacy service itself for
accessing its properties.

– GET /vicinity/objects/<arg>/properties/<arg>:
Read a property of either an attached VICINITY object or the pri-
vacy service itself. Attached objects will offer reading any of the
properties of the original objects but with the payload encrypted.
The privacy service itself can return either of the following proper-
ties: publickey, relinkeys, galoiskeys, trustedparties

– PUT /vicinity/objects/<arg>/properties/<arg>:
Write a property of an attached VICINITY object or either of
the following properties of the privacy service itself: recrypt, re-
crypt svm, hasaccess

– POST /vicinity/objects/<arg>/actions/<arg>:
Start an action on either an attached VICINITY object or the pri-
vacy service itself

• private

– POST /encrypt:
Encrypt a given input value and return the ciphertext
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– POST /aggregate:
Add all provided, encrypted input values and return the ciphertext

– POST /decrypt:
Decrypt a given ciphertext and return the plaintext value

4.5. Adding support for Multiparty Computation

For the presented framework to support MPC, or better to support the BHC
protocol described in section 3.5, multiple requirements need to be met. First
and foremost, a direct communication between participants of the BHC pro-
tocol needs to be established. VICINITY offers these communication channels
via the peer-to-peer network already. Next, a way for each participant to ac-
cess the public keys of all other participants in the trusted set is mandatory.
For all participants to take part in the MPC, the privacy service is required to
be present on all participant’s VICINITY nodes. Hence, the privacy service
needs to provide a public endpoint where the public key can be accessed. Fi-
nally, the aggregating VAS needs to be part of the VICINITY network as well
and smart contracts with all participants need to be formed via the VICINITY
Neighbourhood Manager.

With these prerequisites met, the BHC protocol (see algorithm 9) can be
implemented. Details on this implementation can be found in [Nau20]. The
BHC protocol is implemented as a plugin which can be added to the privacy
service on demand. The privacy service offers to extend its functionality in
the form of plugins. These plugins can interface directly with the C++ data
structures of the privacy service and can further enhance the functionality of
the service. For the BHC protocol, what was necessary was a way to manage
the trusted set of each privacy service. As the BHC protocol requires access
to the public keys of each trusted participant and a way to send the blinded
measurements to this participant, this needs to be done in two steps. First,
the trusted privacy services need to be granted access in the neighbourhood
manager in order to communicate and send the blinded measurements. Sec-
ond, the privacy services in return need to know their trusted set in order
to correctly encrypt and send the blinded measurements to these respective
participants. This is certainly not the most convenient way to solve the is-
sue at hand. However, for the scope of this thesis, this is considered feasible
as this process is a one-time setup, which can be done in advance. The pri-
vacy services in the trusted set need to be found in the Service section in
the VICINITY Neighbourhood Manager and added to the user’s own privacy
service.

4.6. Setup and Run

One other major acceptance criterion is, that the framework should not only
be easy to use, but also easy to setup. As multiple, independent parts need to
be run together, starting each of them individually is not the most convenient
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way. Additionally, these parts may require additional tools or libraries to be
installed in order to execute properly. Hence, the VICINITY framework offers
a containerized version of the necessary tools in order to run. All of those
together can be executed by a single command and will also restart after
each system reboot. It is a logical conclusion to also have a containerized
version of the privacy service available, which could also be integrated into
the single setup script, so not only the original VICINITY components would
start together, but also the privacy service would boot up together with them.
For the initial setup, the user or infrastructure operator will be required to
give the configuration files. After the initial setup, all further configuration
can be done using VICINITYs Neighborhood Manager and hence via a web
interface.
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5.1. Experiments

In order to further evaluate the proposed solution, a proof-of-concept was
implemented and evaluated with respect to feasibility and runtime behaviour.

VICINITY components alongside the proposed privacy service component
were distributed and deployed across different networked nodes. The use-case
scenarios were implemented on each node and tested against the real, live
deployment over the VICINITY peer-to-peer network. For the following ex-
periments, the privacy service and the used CKKS encryption were configured
as shown in listing 5.1

void s e a l h e hand l e r : : i n i t i a l i z e ( )
{

m poly modulus degree = 8192 ;
m pParms = EncryptionParameters ( scheme type : : ckks ) ;
m pParms . s e t po ly modu lus deg r ee (

m poly modulus degree
) ;
m pParms . s e t c o e f f modu lu s ( CoeffModulus : : Create (

m poly modulus degree ,
{ 60 , 40 , 40 , 60 }

) ) ;
m sca le = pow (2 . 0 , 4 0 ) ;

m pContext = new SEALContext (m pParms ) ;
. . .

}

Listing 5.1: Privacy service CKKS encryption parameters
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5.2. Runtime analysis of Use-Cases

The proposed solution was tested and evaluated for the two use-cases given
in 1.1. The experimental runtime analysis was conducted under lab conditions,
yet utilizing the productive and real world VICINITY network deployment.
More precisely, data is generated at client nodes, transmitted via the VICIN-
ITY network to a VAS-node, where it is evaluated (e.g. aggregated) and the
resulting data is transmitted back to the origin for decryption.

5.2.1. Single party computation

In 1.1.1 a use-case is described, where during a workout session, the heart rate
of a user is measured by a fitness tracker or smartwatch and sent to a VAS
for storage and later evaluation at regular intervals. As this is medical data,
it needs to be treated as highly sensitive, private data. For comparison only,
measurements were also conducted where cleartext information is transmitted
and stored. However, for the sake of keeping such kind of data secure and
private, this is not advised.

Online Phase

For each setup and encryption scheme, 10 experiment runs were conducted,
each collecting 100 data points from a remote source. In the given scenario,
the remote source is a dummy device representing a fitness tracker as described
in the use-case 1.1.1. Every 2 seconds, another data point was collected to
avoid capturing data in too quick succession, and avoid potential side-effects
one query might have on the next. In a real world scenario, this delay may
even be longer.

The measurement and data collection code executed on the VAS side is
shown in appendix A.2.

Figure 5.1 shows the runtime it took to collect one individual data point,
averaged over 100 data points collected, per each experiment run. The first
set of experiments is comparing the online time differences of the different
approaches and encryption schemes. This does consider the overhead involved
in the additional step introduced by adding the privacy service in between
and the time it takes to encrypt the data. However, this does not consider
the overhead when the collected data is being processed and the results being
decrypted at the data owner again.

As can be seen in figure 5.1, there is a clear gap between the average runtimes
on cleartext data compared to encrypted data. Figure 5.2 also shows this
jump in average runtime. However, the standard deviation is around 3% for
all scenarios, so for the online phase evaluated during this experiment, where
data is being gathered, the presented approach scales well. For a more detailed
look on the individual runtimes, please refer to appendix A.3.

It is also worth mentioning the effect the indiviual components have on the
runtime. As seen in Figure 5.2, communicating via the VICINITY network and
hence, taking advantage of the data sharing and control VICINITY offers, does

62



5.2. Runtime analysis of Use-Cases

Figure 5.1.: Average runtime per data point, comparing CKKS, BGV,
Brakerski/Fan-Vercauteren (BFV), plaintext (via VICINITY), plain-
text (direct access) and plaintext (via privacy service + VICINITY)
over 10 experiment runs

Figure 5.2.: Average runtime per data point, comparing CKKS, BGV, BFV, plain-
text (via VICINITY), plaintext (direct access) and plaintext (via pri-
vacy service + VICINITY) on average
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not affect the runtime behaviour at all. In fact, the measurement data shows
that using the VICINITY peer-to-peer network for communication is actually
faster than accessing the REST-API endpoint of the data provider directly.
Given by the measurements, the runtime for plaintext via VICINITY has a
standard deviation of around ≈ 3.5%, compared to the rather stable plaintext
runtime with a standard deviation of only around ≈ 1.08%. For the runtime
of gathering plaintext information via VICINITY and the privacy service, the
standard deviation is even higher with around ≈ 4.45%. Generally speaking,
these deviations are to be expected when communicating via the internet and
all three measurements for gathering plaintext information are fairly equal
compared to the big gap when gathering ciphertext information.
The increase in runtime when accessing encrypted data, is by a factor of

≈ 5.5 (CKKS), ≈ 6.42 (BGV) and ≈ 7.13 (BFV) respectively, compared to
accessing plaintext data via VICINITY and the privacy service. This increase
is mainly due to the overhead for encrypting the plaintext information first
and second due to the large increase in payload size, which is transmitted.
More on ciphertext sizes is covered in 5.3.2.

Offline Phase

Data collection naturally requires all participants, that is data provider and
VAS to be online and connected. Data processing and decryption on the other
hand can take place with only one participant being active at the same time.
For the given use-case, let us assume that during a workout session, heart
rate data is being recorded, transmitted and stored at a VAS (online phase,
see 5.2.1).
After the training session, the user is now interested in his/her average heart

rate. For the sake of practicality, let us further assume that the data values
are stored encrypted, while metadata like timestamps are stored in clear text.
Formulating a query in the form of e.g. “give me the mean of all measurements
between 6pm and 7pm” can be resolved purely on these metadata and are the
same across all scenarios and encryption schemes.
Additionally, the data aggregation and decryption is only necessary for en-

crypted data. For plaintext data, this is resolved by most databases during
the actual query itself and does not require any further processing.
Hence, Figure 5.3 only compares the three fully homomorphic encryption

schemes CKKS, BGV and BFV.
Figure 5.3 compares aggregation and decryption of ciphertexts encrypted

with CKKS, BGV and BFV with inputs of 10, 20, 50 and 100 data points re-
spectively. As BGV and BFV only allow integer arithmetic on encrypted data,
calculating the mean value has to be resolved in clear text. The encrypted
sum over all inputs, as well as the number of inputs are sent back to the data
owner, who can then decrypt and will have to calculate the mean value as a
last calculation on plain text. With CKKS this processing step can also be
done on encrypted data. Yet, for better runtime comparison, all experiments
were only calculating the encrypted sum over 10, 20, 50 and 100 data points,
respectively.
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Figure 5.3.: Comparing aggregation and decryption runtime of CKKS, BGV and
BFV

As expected, no noise is added to the cipher texts by only performing addi-
tions. Consequently, the decryption time is constant across all input sizes for
all encryption schemes. As was also to be expected, aggregation time increases
with increasing input size. All input data is sent from the VAS to the privacy
service in one single request. Naturally, the payload size grows linear with the
input size, as does the number of homomorphic additions. However, the effect
the remaining overhead has on the overall runtime decreases and the aggre-
gation time grows less than linear. While 10 data points took ≈ 0.37 seconds
with CKKS encryption, 100 data points only took ≈ 2.73 seconds, increasing
only by a factor 7.37. Also, BGV and BFV perform fairly even, while CKKS,
the most recent scheme of these three schemes is around ≈ 0.74 seconds faster
for an input size of 100.

For a more detailed overview on the measured runtimes, please refer to
appendix A.4, appendix A.5, appendix A.6 and appendix A.7, respectively.

5.2.2. Multi party computation

In 1.1.2, a use-case is described, where an energy supplier queries the readings
of multiple smart metering devices at regular intervals. As this is private data,
it should not be simply collected in plain text. Instead, the MPC protocol as
described in 4.5 is used. For this use-case, “the measurements were taken
from the aggregation example running on a KDE Neon 5.18 virtual machine
using Oracle VM VirtualBox, which ran on six threads of a 2.6 GHz Intel Core
i7-9750H and 8 (out of 32) GB 2666 Mhz DDR4 RAM. The host system was
Microsoft Windows 10 Education.” [Nau20]

These evaluations of the MPC use-case were done in a bachelor thesis con-
ducted in 2021 (see [Nau20]).

The given use-case was evaluated in a setup as shown in Figure 5.4.

There are 3 participating parties, each having their own smart metering
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Figure 5.4.: Test setup used for the MPC use-case experiment [Nau20]

device, connected to their own privacy service instance and hence having their
own encrypted replica of said smart meter, which is shared via VICINITY. The
receiving VAS of the Energy supplier has its own instance of the privacy service
set up and running. All smart metering devices are shared with the Energy
Suppliers VAS via VICINITY. To evaluate the worst-case runtime behaviour,
in a sense that the most amount of messages need to be transmitted, all
participating parties trust each other.

Figure 5.5 shows the total aggregation time of the described use-case, while
using the privacy service integrated into the VICINITY peer-to-peer network.

Figure 5.5.: Total aggregation time of BHC protocol. Comparing different polling
times [Nau20]

The given use-case was implementing a polling mechanism in order to reg-
ularly check if a participant has new data available. As for the implemented
BHC protocol (see 4.5), a direct communication between parties is manda-
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tory to ensure privacy, the event mechanism of VICINITY cannot be used, as
this would simply broadcast any available data to all subscribers, regardless
if they are trusted for the given protocol or not. After each unsuccessful poll
for new data, the requesting party waits for a given sleep duration. Figure 5.5
shows the effect different sleep durations have on the overall aggregation time.
Naturally, longer sleep durations result in longer runtimes. With an average
of ≈ 4 seconds in total runtime, the 100ms sleep approach performs best, as
this seems to best match the time it takes to provide the calculated, blinded
measurements.

This can be compared directly with Figure 5.6, where the runtime of an
unsafe approach is shown.

Figure 5.6.: Aggregation time of unsafe approach [Nau20]

In this approach, the sensor readings of the smart metering devices can be
directly retrieved from the devices themselves. No encryption and no BHC
protocol is implemented in this approach. As this reveals private data directly,
this approach is not advised. Instead, it is only shown to compare the overhead
introduced by the BHC protocol.

With one clear outlier during the experiments, the runtime for this unsafe
approach averages around ≈ 0.2 seconds. The difference in runtime, and hence
the overhead introduced by the BHC protocol is by a factor of 20. This is of
course a trade-off between privacy and performance. For sure, this renders the
implemented BHC approach infeasible for applications where quick responses
are required. However, for the given use-case, a runtime of around ≈ 4 seconds
is tolerable, as the use-case described in section 1.1.2 is supposed to run this
aggregation at intervals of around 15 minutes and the energy grid is not able
to switch loads quite as fast.
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5.3. System evaluation

5.3.1. Runtime impact

In the following, the effect which using HE has on the overall runtime be-
haviour is evaluated and compared to the runtime on pure plaintext data.

First looking at the single-party use-case when utilizing the CKKS encryp-
tion scheme, the overhead per data point is roughly by a factor of 5.5, when
accessing data. This is mainly due to the increase in ciphertext size (see 5.3.2).
Retrieving one single data point takes on average around 0.44 seconds if the
data is encrypted. For comparison, accessing the same data but in plain text
takes on average around 0.08 seconds. If one were to retrieve a full set of
for example 100 data points one after the other, this overhead would multiply.
Encrypted data would take 44 seconds to transmit, while plaintext data would
take around 8 seconds. However, the power of using HE can be utilized here.
If all 100 data points are stored by the same VAS, then this VAS could aggre-
gate this data before transmission. On average, aggregation of 100 data points
roughly takes 2.73 seconds + 0.44 seconds for the transmission of the aggre-
gated data point. Using this approach, the user would have his result after
3.17 seconds. The latter approach is equally secure, as only aggregated data is
transmitted. Yet, compared to the previous approach, this method allows for
a speedup of factor 13.8. To be fair, retrieving the 100 data points and only
transmitting one aggregated result in plain text would only take 0.08 seconds.
This is, if one were to assume the overhead when aggregating plaintext data
is negligible. In this case, the privacy aware approach using HE would take
around 40 times as long as the unsafe plaintext approach.

Looking at the multi-party use-case shows a similar result. The secure
approach performs by a factor of 20 slower than the unsafe approach. As
multiple transmissions, encryptions and zero-knowledge proofs are involved
in the process, it is hard to tell, which has the largest impact. The unsafe
approach does neither of these and simply collects all data in plain text. Still,
a total runtime of around 4 seconds in the context of the use-case described
in section 1.1.2 can be considered acceptable. Further, physical processes
involved when controlling the power grid are way slower. However, for a more
real-time oriented application, this approach is not feasible at all.

In summary, there is an overhead larger than one order of magnitude intro-
duced by using the privacy service and utilizing HE. However, understanding
the power of HE allows for a significant speedup for equally secure and privacy
aware results.

5.3.2. Ciphertext sizes

In the following, the ciphertext sizes will be compared in order to better un-
derstand the implications and overhead introduced by using HE over pure
plaintext data.

Accessing plaintext data directly, without any additional metadata, obvi-
ously yields the smallest payload size. An individual double (floating point)
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value in C++ for example makes up for 8 bytes of data. Yet, accessing it
via the VICINITY Adapter encapsulates this value into a JSON document,
increasing the payload size to 35 bytes. The respective payload is shown below:

{
” value ” : 97.89672329601301

}

This difference in payload size drastically increases, when transmitting val-
ues encrypted using HE schemes. Figure 5.7 shows this growth. Note the
logarithmic scale.

Figure 5.7.: Payload sizes of HE schemes CKKS, BFV, BGV compared to cleartext

All HE schemes were implemented using the SEAL library [22]. The re-
spective schemes were set up using the recommended parameters as described
in 5.1. Compared to the plain text payload, with all HE schemes, the payload
size grows by around 4 orders of magnitude. BFV and BGV, two rather simi-
lar and with respect to their Encryption Function rather identical encryption
schemes naturally yield exact same payload sizes of around 563.06 KB. CKKS
payloads are overall smaller with 435.28 KB, yet compared to the plain text
values still 4 orders of magnitude larger. So the overhead from using HE is not
only relevant when computing with these ciphertexts. The overhead also plays
a role when transmitting data them from source to sink. Figure 5.8 shows the
effect different encryption parameters have on the payload sizes under the
CKKS encryption scheme.

As already discussed in 3.4.5, changing the poly modulus degree directly
affects multiple properties of the encryption. It directly affects the number of
coefficients in the plaintext space, the computational performance, the security
level and as can be seen in Figure 5.8, also the size of the ciphertext elements.
Of course, these parameters can and should be tailored to the respective needs
one has towards the intended application. However, the authors of [22] rec-
ommend a poly modulus degree of 8192 for most applications as this offers
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Figure 5.8.: Payload sizes of CKKS encrypted ciphertexts. Encrypted with varying
sizes of poly modulus degrees

the best trade-off between performance and security. The size comparison
supports this claim. Hence, the default value for the privacy service was also
selected to be 8192.

5.4. Further Applications and Business Models

The privacy service is set up to be modular. Plugins can easily be integrated
to extend its functionality. Without any extensions it covers most common
use-cases and applications like collecting primitive data such as plain num-
bers. Applications for MPC were already developed as a plugin to the privacy
service, to show its functionality. The intended use for the privacy service was
to simply “plug and play”, thus make the existing VICINITY communication
even more secure and privacy-aware. No further knowledge of the underlying
encryption or HE in general should be necessary. However, developers more
experienced in cryptography should still be able to add and implement their
own algorithms and functionality. In [Hee21], yet another plugin was devel-
oped, this time offering a more sophisticated application for HE. In this work,
a proof-of-concept implementation was developed to perform machine learn-
ing on HE data. More precisely, the Support Vector Machine classifier was
trained on encrypted data and could be used to classify data encrypted under
the same encryption context. This approach directly translates to potential
business models. While many users might not be willing to share private data
with unknown or untrusted VAS, they might very well be willing to, when
only encrypted data is shared. For many applications, either an aggregated
value will suffice (see 1.1.2) or computation is outsourced onto a cloud server,
which is not interested in any plaintext information at all (see 1.1.1). Further-
more, with applications such as machine learning, VAS providers could train
their models or offer their proprietary algorithms on encrypted data, while at
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the same time not having a hard time complying to the GDPR, due to not
accessing unencrypted private data.
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In this thesis, a framework for Privacy in the Internet of Things was described
and developed. This framework is using the EU funded project VICINITY
(see 2.2) peer-to-peer network for communication. VICINITY was imple-
mented to tackle the problem of semantic interoperability and was built with
privacy in mind. The VICINITY infrastructure allows users from different
domains to share their IoT assets and information in a privacy-respectful,
user-defined way. This enables synergies among services from those domains
and enables a new market of domain-crossing services. Of course, when it
comes to privacy, the legal boundaries need to be addressed as well. For the
european union, these boundaries are defined in the GDPR, which were fur-
ther elaborated in Section 2.3. Apart from the communication, data handling
is yet another important aspect of the framework presented in this thesis. Not
only does the data need to be transferred securely. Also, the user wants full
control over what is happening to his data, even after it was delivered to e.g.
a VAS. HE is being utilized to achieve this goal (see 3). With HE, private
data is only transferred fully encrypted. Users can still select to share their
data in plain text. Either if this data is not private or if they fully trust the
receiving VAS. In any other case, they have the option to only share their
private data under a HE scheme. This leaves the user in full control of their
private, plaintext data, while still allowing them to e.g. off load expensive
computations to the cloud or take advantage of cloud resources or e.g. trained
machine learning models offered by a VAS. The concept on how to combine
these ideas into one framework is further elaborated in Chapter 4. As not
only one HE scheme exists, some of the most recent and popular schemes were
analyzed, implemented and evaluated. Additionally, a plugin mechanism is
introduced, as it was found necessary to extend the privacy framework in or-
der to add additional features, which require direct access to the ciphertext
data structures. One example for such a plugin is the multiparty computation
required to achieve the second use-case as described in 1.1.2. Finally, experi-
ments were conducted in 5, proving the feasibility of the developed framework
with regards to both use-cases described in 1.1 as well as many other potential
applications in the field of IoT. While the application of HE to achieve these

73



Chapter 6: Conclusions

use-cases is possible and feasible in order to protect the users private data,
using HE introduces a considerable overhead both in terms of computation
and communication. With further knowledge on the underlying encryption
scheme, the scheme can be further tweaked and configured to match the in-
tended application. However, the general idea behind the privacy service is,
to encapsulate all the encryption and technicality inside the microservice and
away from the basic user. More advanced users can however take advantage
of the plugin mechanism to further improve the performance of the privacy
service for their application.

6.1. Future Works

While the presented framework works as a proof-of-concept, there is room for
improvement, some of which is outlined in the following:

• The foundation of the framework presented in this thesis is the VICIN-
ITY peer-to-peer network. It has been developed as part of the Horizon
2020 program, funded by the EU. It can be used as it currently is, how-
ever it will not be developed and improved any further, as the funding
ended in 2020. The peer-to-peer network is hosted and maintained by the
VICINITY partners at bAvenir, s.r.o1. bAvenir continues to improve the
conceptual idea behind VICINITY and continues to update the peer-to-
peer network as part of a new EU funded project called ”AURORAL”2.
bAvenir has reached out to me, asking to adapt to and support the AU-
RORAL network as well. While the conceptual idea stays the same, this
will result in a breaking change in the API. Hence, this was not yet done
as part of this thesis work but is instead considered as a future work to
be done.

• One key component of this framework is the privacy service developed
in this thesis, allowing the seemless use of HE. HE is still one of the
”hot topics” in research, but has not found many practical applications
yet. One reason for this is, that homomorphic processing requires orders
of magnitude more processing time and hence processing power, which
may or may not be feasible depending on the application. The privacy
service needs to constantly adapt to advances in these fields in order to
be more feasible for everyday applications.

• The privacy service component is meant to work ”out of the box” and
especially should not require any deeper knowledge on the underlying
encryption scheme used. Hence, it comes configured with a set of basic
parameters as recommended by the authors of [22]. While this is already
suitable for a variety of applications, including the ones presented in 1.1,
more advanced users may want to fine-tune these parameters specific to
their needs. This might even vary from one VAS to another. The privacy

1https://www.bavenir.eu/
2https://www.auroral.eu/
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service can already handle multiple encryption contexts with different
encryption keys. It can hence, also be extended to support different
sets of parameters such as e.g. different polynomial modulus degrees
or support more levels of multiplication as for example required by the
SVM application (see 5.4, [Hee21]). These parameters can either be set
when implementing new plugins or online as another set of parameters
offered via VICINITY.

• For the same reason as above, currently the privacy service only supports
the CKKS encryption scheme, as it covers all applications outlined in 1.1
and offers the best tradeoff between versatility and performance. How-
ever, more advanced users might again be interested in selecting more
suitable encryption schemes to begin with. E.g. if input and output
data are known to be integer values only, the BGV or BFV encryption
scheme could be used instead, as they offer exact arithmetic instead of
approximate results. Additionally, if it is known in advance, that simply
adding or only multiplying ciphertexts will suffice, one could also opt for
a PHE scheme to get a better performance as well.
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Appendix A
Additional Information
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tion by encryption scheme - 50 data points . . . . 92

A.7. Measured runtimes for aggregation and decryp-
tion by encryption scheme - 100 data points . . . 93

A.1. VICINITY Adapter Thing Description (plaintext)

1 {
2 "adapter -id": "debugging -adapter",

3 "thing -descriptions": [

4 {
5 "oid": "debug",

6 "name": "Debug_Dummy_device",

7 "type": "adapters:ActivityTracker",

8 "properties": [

9 {
10 "pid": "test",

11 "monitors": "adapters:HeartRate",

12 "read_link": {
13 "href": "/ objects/{oid}/properties/{pid}",
14 "output": {

85
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15 "type": "object",

16 "field": [

17 {
18 "name": "value",

19 "schema": {
20 "type": "integer"

21 }
22 }
23 ]

24 }
25 }
26 }
27 ],

28 "actions": [],

29 "events": []

30 }
31 ]

32 }

Listing A.1: VICINITY Adapter Thing Description (plaintext)
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A.2. Measurement code for runtime analysis

A.2. Measurement code for runtime analysis

i f name == ’ ma in ’ :
print ( ” s t a r t i n g measurement aga in s t api : ”

+ getLocalDataUrl )
startTime = time . time ( )

c i ph e r t e x t s = [ ]

for x in range ( i t e r a t i o n s ) :
lastExecut ionTime = time . time ( )
c i ph e r t e x t s . append ( g e t da t a r e qu e s t ( ) )
currentRequestTime = time . time ( )

− lastExecut ionTime

print ( ” execut ion #” + str ( x ) + ” took : ”
+ str ( currentRequestTime ) + ” seconds . ” )

runtimeExecutionTime += currentRequestTime
mintime = min(mintime , currentRequestTime )
maxtime = max(maxtime , currentRequestTime )
print ( str (mintime ) + ” , ” + str (maxtime ) )

time . s l e e p ( sleepTime )

executionTime = ( time . time ( ) − startTime )

print ( ” execut ion time over ” + str ( i t e r a t i o n s )
+ ” i t e r a t i o n s took : ” )

print ( ”sum of execut ion t imes : ”
+ str ( runtimeExecutionTime ) )

print ( ”maxtime : ” + str (maxtime ) )
print ( ”mintime : ” + str (mintime ) )

print ( ” got ” + str ( len ( c i ph e r t e x t s ) )
+ ” elements ” )

for x in range ( 1 0 ) :
aggregat ionStartTime = time . time ( )
aggregatedResu l t = agg r ega t e r eque s t ( c i ph e r t e x t s )
aggregationTime = ( time . time ( )

− aggregat ionStartTime )
print ( ” aggregat ion took : ” + str ( aggregationTime ) )

decrypt ionStartTime = time . time ( )
decryptedResul t = dec ryp t r eque s t ( aggregatedResu l t )
decryptionTime = ( time . time ( )
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− decrypt ionStartTime )
print ( ” decrypt ion took : ”

+ str ( decryptionTime ) )
print ( ” decrypt ion r e s u l t i s : ”

+ str ( decryptedResul t ) )

Listing A.2: Measurement code for runtime analysis
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A.3. Measured runtimes by encryption scheme (online)

A.3. Measured runtimes by encryption scheme (online)
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A.4. Measured runtimes for aggregation and decryption
by encryption scheme - 10 data points
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A.5. Measured runtimes for aggregation and decryption by encryption
scheme - 20 data points

A.5. Measured runtimes for aggregation and decryption
by encryption scheme - 20 data points
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A.6. Measured runtimes for aggregation and decryption
by encryption scheme - 50 data points
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A.7. Measured runtimes for aggregation and decryption by encryption
scheme - 100 data points

A.7. Measured runtimes for aggregation and decryption
by encryption scheme - 100 data points
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Chair for Development of Cyber-Physical Systems

11/2012 – 08/2015 Fraunhofer Institut für Techno-
und Wirtschaftsmathematik (ITWM)
Research Assistant

05/2010 – 06/2012 Deutsches Forschungszentrum
für Künstliche Intelligenz (DFKI)
Research Assistant

Education

10/2012 – 07/2015 Master of Science (Applied Computer Science)
Ø2,0
Technischen Universität Kaiserslautern

Thesis: Simulation Data Collection Configuration

and Processing.

04/2009 – 06/2012 Bachelor of Science (Applied Computer Science)
Ø2,7
Technischen Universität Kaiserslautern

Thesis: Implementation of a Feature Extraction Routine

for Local Image Features on the Graphics

Computing Device.

04/2008 – 03/2009 Bachelor Studies Applied Computer Science
Technischen Universität Kaiserslautern
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